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Technical Field 

This invention rela.es to an infonnation processing method and apparams and 
aprosran,s.orasen.ed,nn.. Moreparticuiarly,,tre>a,es.o an «.on process., 
„e«rodandappara»sa„daprosran,stora.en.ed.n,n^«hiohdupUcaUonofcon.ents 

can be limited appropriately. 
Background Art 

Therehavesofarbeenpresen,edSCMS(SerialCopyManagemcntSystem)and 
COMS (Copy Genera,.on Management System) as methods for limrting dnpUcat.on 
of AV contents for .hich the copyright has been set. such as music or ptcmres. 

j„ these systems, „ is possible to dupHcate contents Al (first generation), for 
„hrch the copynght has been set, to ac,u.e (or record) contents A2 (second 
generation), however, it rs not possible to duplicate the contents A2 (second 
generation) i^^er to acquire contents A3 (third generation), as shown m Ftg.l. 

Disclosure of the Invention 

However, in such case, the contents Al can be repeatedly duplicated to ac,u.re 
pluralcon.entsA2ofthesecondgenera.ion.such.hatthecopyrightofthecontentsAl 

is not protected sufficiently. 

so, as a method for enabling the contents Al to be dupUcated only once, the 
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UCS (Unit Copy System) has been proposed. However, in sueh case, the user is 
allowed to dupUcate the contents only onee even thou^ the duplication is used for his 
or her private use. with the result that the .nethod impairs the interests of the user. 

In view of the present status of the art. as described above, it is an object of the 
present invention to render i, possible to substantiaUy prohibit dupUcation in large 
quantities without impairing the interests of the user. 

In one aspect, the present invention provides an information processing 
apparatus including storage means for storing the information for discriminating 
contents and the time information for the time the contents have been duplicated, 
acquisition means for acquiring the information for discriminating contents to be 
dupUcated, and duplication means for duplicating the contents in association with the 
discrimination infonnation acquired by including acquisition means and the time 
information held in including storage means. 

In another aspect, the presem invention provides an information processing 
.nethodincludmgastoragestcpforstoringtheinformationfordiscriminatingcontents 

andthe time informationforthetime the contentshavebeendupHcated,anacquisition 
step for acquiring the information for discriminating contents to be duplicated, and a 
duplication step for duplicating the contents in association with the discrimination 
information acquired by including acquisition step and the time infomration held in 

including storage step. 

In yet another aspect, the present invention provides a program storage 
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a storage s.ep for stonng .be mfon^ation for di— ..ng contend and .he .ur.e 

i„for.a.ion for *e ..ne .he — have been duplica.ed. an ac,u.si..o„ s.ep for 

acquiring .he mfonna.ion for d,scmn,na.i„g con.en.s .o be duphca.ed and a 

a„p,ioa..on s.ep for dupUca.n,g .he eon.en.. in associa.ion «,.h .he dis— 
i„forrna..onacuiredby including ac.„,s..ions.epand*e.nnei„fom.a.ionhe.dnr 

including storage step. 

BRIEF DESCRIPTION OF THE DRAWINGS 
Fig 1 illustrates the SCMS and CGMS. 

Fig.2 shows an .nbodunent of a speech data management syste.n accordn.^ 

the present invention. 

ng.3 iUus«a.es are s.ruc»re of a personal conrpurer in .he speech da.a 

management system. 

Pig.4 shows *e s.ruc.„re of a por.able device in Ae speech da.a nranagemen. 

system. . 

Pig.5 is a block diagram for iUusirating tire structure of .he iuncnon of the 

personal computer. 

Fig.6 mustrates arr example of a window which a recording program nr the 
personal computer demonstrates on a display. 

Fig.7 is a flowchart for iUustratmg the processingof copying from a compact 
disc to a HDD in the personal computer. 



Fig.8 shows a flowchart for illustrating the processing of checking a tenninal 
database at step S12 in the flowchart of Fig.7. 

Fig.9 shows an example of a tenninal database. 

Fig. 10 illustrates a watennark. 

Fig. 1 1 illustrates an example of a tenninal database. 

Figsl2A, 12B and 12C show flowcharts for iUstrating details of an operation of 
moving data from an HDD to a portable device. 

Fig. 13 is a flowchart for illustrating the operation of checking e.g., the 
reproduction condition of a selected musical number at step S55 in the flowchart of 
Fig.l2A. 

Fig. 14 illustrates the reproduction condition managed by the portable device 6. 
Fig. 1 5 is a flowchart for illustrating details of the fonnat conversion processing 
at step S58 in the flowchart of Fig.l2A. 

Figs. 16A, 16B and 16C are flowcharts for iUustrating the operation of copying 

data from an HDD 2 1 to a portable device 6. 

Fig. 17 is a flowchart for illustrating the operation of moving data from the 

portable device to the HDD. 

Fig. 18 is a flowchart for illustrating the operation of copying data from the 

portable device 6 to the HDD. 

Fig. 19 is a flowchart for illustrating the processing of copying data from an 

EMD registration server to the HDD. 
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Fig.20 is a flowchart for illustrating details of the operation of processing for 
billing at step S204 in the flowchart of Fig. 19. 
Fig.21 illustrates a billing log. 

Figs.22A and 22B are flowcharts for illustrating the operation of copying data 
from the IEC60958 tentiinal of the personal computer to the hard disc 15. 

Figs.23 A and 23B are flowcharts for illustrating the operation of outputting data 
from the HDD to the IEC60958 terminal. 

Fig.24 is a flowchart for illustrating the operation of checking e.g., the 
reproduction condition at step S275 in the flowchart of Fig.23A. 

Figs.25 A and 25B are flowcharts for illustrating the processing for outputting 
data from the HDD through the portable device. 

Fig.26 illustrates the fimction of a non-volatile memory provided on an adapter 

of the personal computer. 

Fig.27 is a flowchart for illustrating the adapter operation. 
Fig.28 illustrates the inside of the adapter. 

Figs.29A and 29B illustrate typical structure of the non-volatile memory. 
Fig.30 shows an illustrative inner structure of the non-volatile memory. 
BEST MODE FOR CARRYING OUT THE INVENTION 

Referring to the drawings, preferred embodiments of the present invention will 

be explained in detail. 

Fig.2 shows an embodiment of a speech data management system according to 
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.he present ^venfon. A personal co.npu.er 1 is connected .0 a network 2 cons,.n..ed 
,y forexarnple.LocalAreaNetworkofInten.et The personal computer 1 transfomrs 
.nns,c data received from HMD (Electrical Mus.c Drstrrbution) sen,ers 4-1 to 4-3 or 
read fron. a CD (Con.pact Disc), as later explained, refened to below as contents, m 
accordance with a pre-set compress.on system, such as ATRAC3 (trade mark), and 
encrypts the transformed music data in accordance with an encyption system such as 
DES (Dam Encryption Standard) to record the enc^tcd music data. 

T,.e personal computer 1 records data of usage rules, representing the usage 
n.,esofcon,en,s.inassociationwiththecon.entsrecord=din,heencryptedform.For 

example the data of the usage rules indicate that the contents correspondmg to the 
aata of the usage rules can be used situultaneously on three portable devices, also 
,e™edPDs,6.1to6.3,copiedormoved to another personal computer.Itisnotedtha, 

recorded on the personal computer 1 can be used. There are occasions wherem 

portable devices 6-1 to 6-3. In this case, the number of ttaes cannot be increased. It 
is also noted that, if the contents have been stored by moving in the portable devtces 
6-1 to 6-3, the contents stored in the personal computer 1 cease to be usable. The data 

of the usage rules will be discussed subsequently in detail. 

The personal computer 1 stores the contents, recorded in the enc^ted form. 

.ntheportable device 6-1, connected thereto, over a USB (Universal Serial Bus) cable 
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playback condinons). whi.e updating .he data of .he usage ru.es. assocta.ed «.h .he 
.tored oon,e„.s. .„ oo™>ec.io„ wi.h .he s.orage u. .he ponable dev,ce 6-1. Th.s 
p.„cessu.gisrefe„ed.ohe.ow as cheCou.. Inhere de.a..,ou doing such check-ou., 

,he „u„.ber of .unes of possible checkcu. of ,he da.a of .he usage rules, assoc.a.ed 
«,h .he con.en.s. as recorded by *e personal ccnpu.er 1. is decremen.ed by one. If 
,he nunrber of .unes of poss,ble checkout is 0. .he corresponding con.en.s canno. be 

checked out. 

The personal co,npu.er 1 s.ores *e con.en.s. recorded in .he encoT..ed form, 
in d.e portable device 6-2. connected thereto, over a USB cable 7-2. along w..h data 
pertinent to .he con.en.. while updaUng *e da.a of the usage rules, associated wth 
.he stored contents, in connection with the storage in fl.e porrable dev,ce 6-2. 
The persona, con,pu.er 1 s.ores .he co„.en.s, recorded in *e enc.yp.ed fonn. n. dte 
ponable device6.3, connec.ed.here.o. over aUSB cable 7-3. along wi.hda.apertu.en. 
.o d.e con.en.s. whUe upda.ing .he da.a of the usage rules, assoctated wrth *e stored 
con.ents. in connection with the storage in por.able device 6-3. 

The personal compu.er 1 also causes .he portable device 6-1 con„ec.ed.here.o 
,„ erase or tnake unusable .he con.en.s checked out by .he personal con,pu.er 1 .o .he 
ponable dev.ce 6-1, through a USB cable 7-lto update da.a of the usage rules 

More specfically. on check-.n, the nu.nber oftin.es of possible checkout of the data 
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of usage rules of coTespondtag contents recorded by the personal computer 1 is 

incremented by one. 

The personal computer 1 also causes the portable device 6-2 connected thereto 
,0 erase or make unusable the contents checked out by the personal computer 1 to the 
portable device 6-2. throug a USB cable 7-2, to update data of the usage rules 
corresponding to the erased contents. The personal computer 1 also causes the 
portable device 6-3 connected thereto to erase or make unusable the contents checked 
out by the personal computer 1 to the portable device 6-3. through a USB cable 7-3, 
,0 update data of the usage rules corresponding to the erased contents. 

The personal computer 1 is unable to check-in the contents checked out by 
another personal computer, not sho^. to the portable device 6-1. The personal 
computer 1 is unable to check-in the contents checked out by the other personal 
computer, not shown, to the portable device 6-2. Similarly, the personal computer 1 
is unable to check-in the contents checked out by the other personal computer, not 

shown, to the portable device 6-3. 

When the personal computer 1 starts to acc^nre the contents from EMD servers 
4-1 to 4-3, an EMD registratton server 3 is responsive to a request from the personal 
computer 1 to transmit an authentication key necessaty for reciprocal authenticatton 
between thepersonalcomputerland the EMD servers4.1,o4.3.throughthenetwork 

2. as well as to transmit a program for connection to the EMD servers 4-1 to 4-3 to the 

personal computer 1. 
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The EMD server 4-lis responsive to a request by the personal computer 1 to 
send contents to the persona, computer 1 over the network 2 along with data pertinent 
to the contents, such as name of the musical number or limitation on reproduction. The 
EMD server 4-2 is responsive to a request by the personal computer 1 to send contents 
to the personal computer 1 over the network 2 along with data pertinent to the 
contents. The EMD server 4-3 also is responsive to a request by the personal computer 
1 to send contents to the personal cotnputer 1 over the network 2 along wid, data 

pertinent to the contents. 

The contents supplied by each of the EMD servers 4-1 to 4-3 are compressed 
in accordance with Ae same or differem compression systems. The contents supplied 
by each of flte EMD servers 4-1 to 4-3 are also compressed in accordance with the 
same of different encryption systems. 

A WWW (World Wide Web) server 5-1 is responsive to the request by the 
personal cotnputer 1 ,o send data pertinem to a CD the contents of which have been 
read out. such as album name or a manufacti^ring firm of the CD, and data 
corresponding to the contents read out from the CD. such as name of the musical 
number or that of a composer, to the personal cotnputer 1 over the network 2. The 
WWW server 5-2 is responsive to the request by the personal computer 1 to send data 
pertinent to a CD. the contents of which have been read out, and data corresponding 
,0 the coments read out from the CD. to the personal cotnputer 1 over the network 2. 
The portable device 6-1 stores the contents sent from the personal computer 1, 
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,ha. is .he checked-ou, contents, along with the data pertinent to the contents, such as 
name of the musical number or limitation on reproduction. The portable device 6-1 
reproduces the stored contents, based on the data pertinent to the contents-related data, 
to output the reproduced contents to a headphone, not shown. 

For example, when contents are about to be reproduced a number of times 
exceeding the number of times of reproduction as limitations on the reproduction, 
stored as the contents-related data, the portable device 6-1 halts the reproduction of 
the relevant contents. When contents are about to be reproduced after a nmnber of 
times exceeding tite number of times of reproduction as limitations on the 
reproduction, stored as the contents-related data, the portable device 6-1 halts the 
reproduction of the relevant contents. 

The user dismounts the portable device 6-1, which has stored fte contents, from 
the personal computer 1, catries it about and reproduces the stored contents to hsten 

to the music corresponding to the contents by e.g., a headphone. 

TT.eportabledevice6-2storesthecontentssuppliedfromthepersonalcomputer 

1 along with data pertinent to the contents. The portable devce 6-2 reproduces the 
stored contents, based on the contents-related data, to output dte reproduced data to 
e.g., a headphone, not shown. The user dismounts the portable device 6-2, which has 
stored the contents, from the personal computer 1. carries it about and reproduces the 

stored contents to listen to the music con-esponding to the contents by e.g., a 

headphone. 
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The portabledevice6.3s.ores,heconte„,ssuppUedfrom.heperso„al computer 
1 along with data pertinent to the contents. The portable device 6-3 reproduces the 
stored contents, based on the contents-related data, to output the reproduced data to 
e g , a headphone, not shown. The user dismounts the portable devtce 6-3. which has 
stored the contents, from the personal computer 1. carries it about and reproduces the 
stored contents to Usten to the music cotresponding to the contents by e.g.. a 
headphone. 

,„ the following, if it is unnecessaty to distinguish the portable devices 6-1 to 
portable device 6-3. it is simply referred to as a portable device 6. 

Fig;3 illustrates the structure of the personal computer 1. A CPU (Central 
Processing Unit) 1 1 actually executes a variety of appUcation proff-ams. details of 
which will be explamed later on. and an OS (Operating System). A ROM (Read-only 
Memory) 12 in general stores basically fixed data, among the programs used by the 
CPU 1 1 or parameters used for calculations. A RAM (Random-Access Memoo-) 13 
stores the programs usedby the CPU in the processingbytheCPU 1 1 and parameters 
incidentally changed in execution of the programs. These components are 
intercomiected by a host bus 14 constituted e.g.. by a CPU bus. 

The host bus 14 is comtected over a bridge 15 to an external bus 16. such as a 
PCI (Peripheral Componem Interconnect/Interface) bus. 

A keyboard 1 8 is acted on by the user when a variety of commands are inputted 
,0 the CPU 11. A mouse 19 is acted on by the user when commanding or selecting a 
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device or a CRT (Cathode Ray Tube) and demons^ates a variety of the infonrtaUon 
by texts or images. A HDD (Hard Disc Dev.ce) 21 drives a hard disc to cause .. to 
,ecord and/or reproduce theprograntexeoutedby the CPU U or the .nfonnatron. 

A drive 22 reads ou, data or programs recorded on a magnetic dtsc 41. an 
optical disc 42 (inclusWe of a CD), a magneto-optical disc 43 or a setniconduotor 
„44..oaded.hereo„.torou.e.hedataor.heprogratnto.heRAM13connected 

.0 *e drive 22 through a„ interfece 17. an external bus .6. a bridge 15 and a host bus 

TO aUSBport 23-1 is connected the portable device 6-1 overaUSB cable 7-1. 
The USB port 23-1 outputs data supplied from the HDD 21. CPU ,1 or the RAM 13 

or commands for the portable device 6-1. to the portable device 6-1. 

To a USB port 23-2 ts comtected the portable device 6-2 over a USB cable 7-2. 
The USB port 23-2 outputs data supphed from the HDD 2 1 , CPU 11 or the RAM .3 

or comtnands for the portable device 6-2, to the portable device 6-2. 

To a USB port 23-3 is comtected the portable device 6-3 over a USB cable 7-3. 
The USB port 23-3 outputs data suppUed from the HDD 21. CPU 11 or the RAM 13 

or commands tor the portable device 6-3. to the potable device 6-3. 
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A speech input/outpu. interface 24. havmg an lEC (In.en^a.ional 
Elecrotechnical Comnussion) 60958 .emunal, executes interfacing processing of the 
digital speech input/output or the analog speech input/ontput. A speaker 45 outputs 
a pre-set speech correspondutg to the contents based on the speech signal supphed 
from the speech input/output interface 24. 

The components from the keyboard 1 8 to the speech input/outpu, interface 24 
3re connected to the mterface 17 «hich h. turn ts connected to the CPU 1 1 over the 
external bus 16, bridge 15 and the host bus 14. 

A communication umt 25. to which is connected the network 2, transmits data 
supplied from the CPU 1 1 or the HDD 2 1 . such as requests for registration or requests 
for fransmission of contents, in a packet of a pre-set fon„. and tr^ursmrts the resultmg 
data over the network 2. while outputtmg the data stored in the received packet, such 
as authentication key or contents, to the CPU U. RAM 13 or to the HDD 21. 

A CPU 32 of an adapter 26. constructed monolithically as a semiconductor IC 
and loaded on the persona, computer 1 . cooperates wrth the CPU 1 1 of the personal 

varietyofprocessingoperations.ARAM33storesdataorprograms necessary forthe 
CPU 11 to execute the variable processing operations. A non-volatile memoty 34 
stores data that needs to be held even after the power source of the personal computer 
1 is turned off. In a ROM 36 is stored a program for decoding an encrypted program 
^smitted from the personal computer 1 . A RTC (Real Time Clock) 35 executes 
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time measurement operation to provide the time information. 

■ ■ ■,->';,nH the adapter 26 are connected over the external 
The commumcation umt 25 and the adapter 

bus 16, bridge 15 and the host bus 14 to the CPU 11. 

,n the following, if there is no necessity for distinguishing the USB ports 23-1 
to 23-3 fVom one another, these are simply referred to as USB ports 23. Sntularly. ,f 
.bere ,s no necessity for distinguishing the USB cables 7-1 to 7-3 from one another, 
these are simply referred to as USB cables 7. 

The structure of the portable device 6 ts hereinafter explained with reference 
,0 F.g 4 A power source circuit 52 converts the source voltage supplied from a dry 
cell51toanmtemalpowerofapre.set voltage which is supphed to components from 

fte CPU 53 to a display unit 67 to drive the portable device 6 in its entirety. 

lfaUSBcontrol,er57,sconnectedoveraUSBcom,ector56andtheUSBcab,e 

7 to the personal computer 1, the USB controller 57 routes the contents transmrtted 
from the personal computer 1 over an internal bus 58 to the CPU 53. 

Tbe contents are made up of 64.by.e-per-packet data and are transmitted from 
the personal computer 1 at atransfer rate of 12 Mbits/sec. 

The contents transmitted to the portable device 6 are made up of a header and 
speech data (data corresponding to speech data as the subject of the contents). In the 
header are stored, in addition to a filename, a header s,ze. contents keys, fUe stze, 
codec ID and the file infortnation, data on reproduction limitation necessary m 
.eproductionlimittngprocessing, start date and.i.ne.endda.e and time, limitationon 
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,he number of toes, and a number of ,unes of reproduction count. The speech data 
data corresponding to the speech signals of a pre-set musical number. Th,s data ts 
data encoded u> accordance w„h an encoding system, such as ATRAC 3. and which 

is encrypted subsequently. 

The header size represents the data length of a header, such as 33 bytes, whilst 
the file size represents the data length of speech data, such as 33.636,138 bytes. 

A content key is a key used for decoding encypted speech data and .s 
.ansmitted from the personal computer 1 to the portable device 6 in a state in which 
, is enc.yp.ed based on a session key (~. key) genera.ed by processmg of 
reciprocal aud.ennca.ion between the personal computer 1 and the portable dev.ce 6, 
When the pormble device 6 is com.ec.ed over the USB cable 7 to the USB port 
23 of the personal computer 1. the portable device 6 and the personal computer 1 
execute d.e processing of reciprocal au.hen.icat.on. This processing of reciprocal 
authentication .nay, for example, be a reciprocal au.hen..cation processmg of .he 
chaUenge-response sys.em Meanwhile, a DSP 59 of .he porrable device 6, execu.mg 
.he audtentication processing of .he challenge-response system, executes .he 
processing of decrypting (decoding) processing. 

The challenge-response sys.em is such a sys.em m which d.e por.able device 
6 responds .o a value genera.ed by the personal computer 1 (challenge) with a value 
generated using a confidential key which the portable device 6 co-owns w,th the 
persona, computer 1 (response). In the rec.procal authentication processing of the 
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chailenge-response system, the value generatedby the personal co.pu.er 1 is changed 
every authentication processing, so .ha., .f .he value genera.ed usrng .he conf.den..al 
,eyandou.pu«edby.hepor.ahledevice6isreadou.andusedtaaso.calleddisgu.sed 

a..acl<, .he value used in .he reciprocal auUrentication differs in .he nex. reciprocal 
au*e„tica.ion. and hence .he personal compu.er 1 is able .o de.ec. *e ,mci.ness. 

The codec ID is an ID corresponding to .he speech da.a encoding sys.em. 
specifically, a codec ID corresponds to ATRAC 3. whrlst a codec ID "0" 
coiresponds to MP3 (MPEG (Movmg Picture Experts Group) Audio Layer-3). 

The filenarrre is data obtained on converting a content file correspondnrg to 
contents, recorded by the personal computer 1, as later expla,ned. into ASCII 
((AmencanNatronalStand^dCode for lnfonnation,n.erchange)code,whils..he file 

information is da.a ob.ained on converting .he name of a music number, name of an 
artis. name of a lyric wri.er or .he name of a composer in.o tire ASCII code. 

The reproduction limitation data is data specifying whether or not the perrod 
durmg vvhich reproduction of contents is possible, tirat is star. da.e and .ime or end 
da.e and .ime, or number of times limitation, that is Innitation on .he number of .m,es 
of reproducron. is sc.. If .he number of times of limi...on has been se, or tf .he 
period during which reproduCion ts poss.b.e rs se., "l" or "2" is se. for *e 
reproductionlnnitationda«,,respectively.Ifne.therdrenumberottimeslimi.ationnor 

the period during which reproduction is poss.ble is set, that is if .he appara.us rs 
purchased on spo., "O" is alloca.ed for .he reproduction lim..a.ion da.a. 
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,f reproduction limitation data is »2". fte star, date and time and end date 
and time are data md,oating the period during which reproduction is possible. For 
example if the start date and time is "OOOWand end date and time is "OOOIOF". the 
corresponding contents can be produced as from April 15, 2000 until July 15, 2000. 

Similarly, as for the number of times limitation and the nuinber of times of 
reproduction counter, .f the reproduction .im..ation data is "l" or -2", the number of 
toes of limrtation is the number of times of possible reproduction, as prevrously se, 
in association wrth the contents, whilst the number of tunes of reproduction counter 
indicates the number of time the contents have been reproduced. The number of tmres 
of reproduction is innovated by the CPU53 when the processing for reproducmg the 
contents has been carried out. For example, if the number of tunes limitation is "02", 
,he number of times of possible reproduction of the contents is 2, whereas, rf the 
number of times li.nita.ion is "01". the number of times the contents have been 
reproduced is 1. 

For example, if the reproduction limitation data is "2", the start date and time 
is "00040F" and the end date and time is 'OOOTOF", with the reproduction lunitation 
data being "2", the portable device 6 is able to reproduce the correspondmg contents 
repeatedly twice a day during the penod as from April 15. 2000 until July 15. 2000. 

For example, if the reproduction limitation data is "1". tire start date and time 
is "000000" and the end date and time is "000000". with tire reproduction limitation 
data being "Oa" and the number of times of reproduction counter being "05". there is 
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no limitation on the corresponding contents as for the period during which 
reproduction is possible, with the number of times of possible reproduction being 10 
and with the number of times of reproduction perfomied being 5. 

If the portable device 6 has received a content write command, along with the 
contents, from the personal computer 1, the CPU 53, adapted for executing the main 
program read out from the ROM 55 to the RAM 54, receives a write command and 
controls a flash memory controller 60 to cause the contents received from the personal 
computer 1 to be written in a flash memory 61. 

The flash memory 6 1 has a recording capacity of approximately 64 MBytes and 
stores the contents (speech data). There is also stored in the flash memory 61 a 
reproduction code for expanding the speech data compressed in accordance with a pre- 
set compression system. 

Meanwhile, the flash memory 61 can be mounted on or dismounted from the 

portable device 6. 

If a playback coimnandby the user, corresponding to the pushing of a play/stop 
button, not shown, is sent through an operation key controller 62 to the CPU 53, the 
latter causes a flash memory controller 60 to read out the playback code and the 
speech data from the flash memory 61 to transfer the read-out data to a DSP 59. 

The DSP 59 corrects the speech data for errors in accordance with the CRC 
(CycHc Redundancy Check) system, based on the playback code transferred from the 
flash memory 61, reproduces the data and sends the reproduced data, indicated Dl in 
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Fig.4. to a digital/analog conversion circuit 63 . 

The DSP 59 is constructed monoUthically with a transmission circuit, not 
shown, and reproduces the speech data based on master clocks MCLK from an 
externally mounted quartz oscillator 59A. while sending the master clocks MCLK, 
operating clocks LRCLK. made up of bit clocks BCLK of a pre-set frequency, 
generated by an internal oscillation circuit based on the master clocks MCLK, and 
frame-basedL-channelandR-chamtel clocks. ,oadigi.aVanalogconversioncircuit63. 

When reproducing speech data, the DSP 59 sends the aforementioned operatir>g 
clocks to the digital/analog conversion crcui. 63 in accordance with the reproduction 
code. When no. reproducing speech data, the DSP 59 halts supply o the operating 
clocks.inaccordancewi,hthereproductioncode..ohaltthedigital/analogconversion 

circuit 63 to decrease the power consumption of the entire portable device 6. 

Shnilarly, quartz oscillators 53A. 57AoftheCPU 53 and the USB controller 57 
are extenrally mounted, so that the CPU 53 and the USB controller 57 execute pre-set 
processing based on the master clocksMCLKsuppUed from the osc.llators53A,57A. 

By the above-described structure of the portable device 6. clock generating 
modules for supplying clocks to respective circuit blocks, such as CPU 53. DSP 59 or 
rhe USB controller 57, are umrecessary, thereby simplifying and reducing the size of 

the circuitry. 

The digitaVanalog conversion circuit 63 converts reproduced speech data into 
analog speech signals whtch are sent to an ampHfier circu,, 64. This ampUfier circutt 



20 



64 then aitipUfies the speech signals to send the aiTiplified speech signals to a 
headphone, not shown, via a headphone jack 65. 

Thus, when a play/halt button, not shown, is acted on, the portable device 6 
reproduces speech data stored in the flash memory 61, under control by the CPU 53. 
If the play/stop button is pushed during reproduction, the portable device 6 halts the 

reproduction of the speech data. 

If the play/stop button is again pushed after halting, the portable device 6 re- 
initiates reproduction of the speech data from the previous stop position, under control 
by the CPU 53. If a few seconds have elapsed with the play/stop button remaining 
unactuated after halting of the reproduction by previous actuation of the play/stop 
button, the portable device 6 automatically interrupts the power source to save the 

power consumption. 

Meanwhile, if the play/stop button is thrust after turning off of the power 
source, the portable device 6 reproduces speech data as from the first musical number, 
without reproducing the speech data as from the previous stop position. 

On the other hand, the CPU 53 of the portable device 6 controls an LCD 
controller 68 to demonstrate on the display unit 67 such infonnation as the state of the 
playback mode, e.g., repetitive reproduction or intro-reproduction, equalizer 
adjustment, that is gain adjustment corresponding to the frequency range of the speech 
signals, nmnber of a musical number, play time, states of play, stop, fast feed or fast 
rewind, speech sound level , residual capacity of the diy cell 51, etc. 
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Moreover, the portable device 6 stores the so-called FAT (File 
AllocationTtable), such as the number of contents written in a flash memory 80, block 
positions ofthe flash memory 61 in which respective contents are written, and a 
variety of other memory storage information, in the EEPROM 68. 

In the present embodiment, speech data are handled with 64 KBytes as one 
block, and a block position corresponding to the contents of a music number is stored 
in the FAT. 

If, in storing the FAT in the flash memory 61, the contents ofthe first music 
number,forexample, are written in the flashmemory61undercontrolbytheCPU53, 

the block position corresponding to the contents ofthe first musical number is written 
as the FAT in the flash memory 6 1 . If then the contents ofthe second musical number 
are written in the flash memory 61, the block position corresponding to the contents 
ofthe second music number is written as FAT in the flash memory 61, specifically, m 
the same area as that for the first music number. 

In this manner, the FAT is rewritten each time the contents are written in the 
flash memory 61. In addition, for data protection, the same data is written as reserve 
data in duplex. 

If FAT is written in the flash memory 61, the same area in the flash memory 61 
is rewritten twice, for writing of sole contents, so that the number of times of rewriting 
prescribed for the flash memory 61 is reached with a smaller number of times of 
contents writing to render the rewriting ofthe flash memory 61 impossible. 
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so. the portable device 6 causes the FAT to be stored in the EEPROM 68 to 
decrease the frequency of rewriting of the fiash memory 61 corresponding to the 

writing of sole contents. 

By storing the FAT having a larger number of times of rewriting in the 
EEPROM 68, it is possible with the portable device 6 to increase the nmnber of times 
of possible writing of contents to a factor of no. less than a few tens as compared to 
the case of storing the FAT in the flash memory 61. Moreover, since the CPU 53 
causes the FAT to be wriuen in an overwriting fashion in the EEPROM 68, the 
frequency of rewriting of tire same area in the EEPROM 68 can be duninished to 
prevent the EEPROM 68 from becoming unable to be rewritten in a shorter time. 

When com,ected to the personal computer 1 overthe USB cable 7, the portable 
device 6 recognizes this comrection, based on an interrupt signal supplied from the 
USB controller 57 to the CPU 53. This com,ec.ion rs referred to below as USB 
connection 

When the portable device 6 has recognized that fact that it has been USB 
comtected, it is supphed with an external power of a pre-set current value from the 
personal computer 1. over the USB cable 7. On the other hand, the portable device 6 
controls a power source circuit 52 to halt the power supply from the dry cell 51. 

When USB connected, the CPU 53 halts the processing of reproducing speech 
data by the DSP 59. So, the CPU 53 perfonns conn:ol such that the external power 
supphed from the personal computer 1 is prevented from exceeding a predetennined 
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ou^en. value so .hat .he ex.en,al power of a prede.ermined curren. value wUl be 

supplied at all times. 

Thus, on USB counecion, *e CPU 53 swi.ches from 4e power supplied from 
d.y cell 51 .o .hat supplied from .he personal compu.er 1, so *a. .he ex.emal 
power from the personal computer w.th low urn. power cost is used to reduce the 
power consumption of ,he dry cell 51 with high uni. power price thus elonga.ing .he 

durability of the dry cell 51. 

When fed wi.h fte external power over 4e USB cable 7 from *e personal 
computer 1. the CPU 53 halts the reproducing processing of fte DSP 59 to reduce the 
.adianon from the DSP 59 thereby inrther reducing dre radiation of the entire system 

inclusive of flie personal computer 1. 

Fig.5 is a block dia^am for illustrating Ae fimction of the personal computer 
irealized on execution ofapre-setprogramofthe CPU 11. A contend managemem 
program U 1 is made up of aplurality of programs, such as an EMD selection program 
131 a checkin/checkou. managemem program 132. a transcrypt program 133. a 
,^decprograml34.a«eno,yptionprograml35.ausagemleconversionprogram 

136 asi^aturemanagementprogram ,37.anaua,enticationprogram 138. adecodmg 
program 139. a driver for PD ,40. a driver for purchase 141 and a driver for purchase 
142. 

The oontentsmanagement program 111 is stated by e.g.. a shuffled instruction 
or an encrypted mstruction so that *e processing con.en.s are hidden from ou.side ,o 
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render it difficult to read the processing contents fi-om outside, for example, so that the 
user is unable to identify the instruction even if the user directly reads out the contents 

management program 111. 

The EMD selection program 131 is not included in the contents management 
program 1 1 1 when installing the contents management program 111 on the personal 
computer 1, and is received fi-om the EMD registration server 3 over the network 2 in 
the EMD registration which will be explained subsequently. The EMD selection 
program 131 selects comiection to one of the EMD servers 4-1 to 4-3 to cause an 
appUcation for purchase 115 or drivers for purchase 141 or 142 to execute 
communication with one of the EMD servers 4-1 to 4-3, such as downloading of 

contents in purchasing the contents. 

The checkin/checkout management program 132 sets checkin and checkout, 
while checking out the contents stored in contents files 161-1 to 161-N to one of the 
portable devices 6-1 to 6-3 or checking in the contents stored in the portable devices 
6-1 to 6-3, based on the usage rule files 162-1 to 162-N recorded in a contents 
database 1 14. 

The checkin/checkout management program 132 innovates data of the usage 
rules stored in the usage rule files 162-1 to 162-N recorded in the contents database 
1 14 in association with the checkin or checkout processing. 

The transcrypt program 133 converts the encryption system of contents 
received by the application for purchase 1 1 5 from the EMD server 4- 1 , the encryption 
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system of contents received by the driver for purchase 141 from the HMD server 4-2 
or the encryption system of contents receivedby the driver for purchase 142 from the 
HMD server 4-3 into the encryption system which is the sante as the contents stored 
in the contents files 161-1 to 161-N recorded in the contents database 114. 

When checking out the contents to the portable device 6- 1 or 6-3, the transctypt 
program 133 converts the checked-out coments into the enctyption system which can 
be used by the portable device 6- 1 or 6-3 . 

The transcodec program 134 converts the compression system for contents 

received by the application for purchase 115 from the EMD server 4-1, that for 
contents receivedby thedrwerforpurchaseMlfromtheEMD server 4-2andthatfor 

contents received by the driver for purchase 142 from the EMD server 4-3 into the 
compression system which is the sa.ne as that of the contents stored in the contents 
files 161-1 to 161-N recorded by the contents database 1 14. 

The transcodec program 134 encodes the contents read out from e.g., a CD and 
sent from a recording pro-am 1 13 in an uncompressed fonn in accordance with the 
same encoding system as that for the contents stored in the contents files 161-1 to 161- 
N recorded by the contents database 1 14. 

When checking out contents to the portable device 6-1 or 6-3, the transcodec 
program 134 converts the checked-out contents into a compression system that can be 
used by the portable device 6-1 or 6-3. 

The encryption program 135 encrypts the non-encrypted contents read from a 
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CD and sent fromthereoordingprogram 1 13 in accordance with the enco'ption system 

which is the sane as of the contents stored in the contents files 161-1 to 161-N 

recorded on the contents database 1 14. 

The usage rule conversion program 136 converts the format of the data 

indicating usage rules for contents received by the application for purchase 1 1 5 over 
the network 2 from the EMD server 4-1, or so-called Usage Rule, the data indicating 
usage rules for contents received by the driver for purchase 14 1 over the network 2 
from the EMD server 4-2 or the data indicating usage rules for contents received by 
the driver for purchase 142 over the network 2 from the EMD server 4-3, into the same 
fortnat as the usage rule data stored in the usage rule files 162-1 to 162.N recorded by 

the contents database 114. 

On the other hand, the usage rule conversion program 136 when checking out 
contents to the portable device 6-1 or 6-3 converts the usage rule data corresponding 
to the contents to be checked out into the usage rule data that may be used by the 

portable device 6-1 or 6-3. 

The signature management program 137 before processing for checkin or 
checkout detects possible falsification of the usage rule data based on the signature 
contained m the usage rule data stored in the usage rule files 162-1 to 162-N recorded 
in the contents database 1 14. The signature will be explained later on. The signature 
management program 137 innovates the signature contained in the usage rule data in 
association with updating of the usage rule data stored in the usage rule files 162-1 to 
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162.N recorded in .he contents database 1 14 as a result of the checkin or checkout 

processing. 

The authentication program 138 executes the processing for reciprocal 
authenticationbetweenthecontentsntanagememprogratnlUandtheapplicationfor 

purchase 1 1 5 and the processing fore reciprocal authentication between the contents 
„,anagenrent program 111 and the drrver for purchase 141. The authentication 
program 138 memorizes an authendcation key used in the processing of reciprocal 
authenticationbetween the EMD server 4-landthe application forpurchasellS.that 

between the EMD server 4-2 and the driver for purchase 141 and that between the 
HMD server 4-3 and the driver for purchase 142. 

The authenticarion key used by the authentication program 138 in the 
processingofreciprocal authentication isnots,oredin,heauthenticationprogratnl38 

when the contents management program 1 1 lis installed on the personal computer 1 . 
The authentication keyissupphed from the EMDregistrationserverBandmemortzed 

in the authentication program 138 when the registration processing is regularly 
executed by a display operation command program 112. 

When the contents stored in the contents files 161-1 to 161-N recorded by the 
contents database 114 are reproduced by the personal computer 1. the decoding 

program 139 decodes the contents. 

When checking out pre-set contents to the portable device 6-2 or checking in 
pre-se. contents ftom the portable device 6-2, the dnver for PD 140 sends contents or 
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conutiands for causing the portable device 6-2 to execute pre-set processing to the 

portable device 6-2. 

When checking out pre-set contents to the portable device 6-1 or checking in 
pre-set contents from the portable device 6-1, the driver for PD 140 sends contents or 
commands for causing a device driver 116-1 to execute pre-set processing to the 

device driver 116-1. 

When checking out pre-set contents to the portable device 6-3 or checking m 
pre-set contents from the portable device 6-3, the driver for PD 140 sends contents or 
commands for causing a device driver 116-2 to execute pre-set processing to the 

device driver 1 16-2. 

The driver for purchase 14 1 is a so-called plug-in program which is installed 
along with the contents management program 111 and which is suppHed from the 
EMD registration server 3 over the network 2 or is supplied as it is recorded on a pre- 
set CD. 

The driver for purchase 141 requests transmission of pre-set contents to the 
EMD server 4-2 over the network 2, while receiving contents from the EMD server 4- 
2. When receiving contents from the EMD server 4-2, the driver for purchase 141 
executes processing for billing. 

The driver for purchase 142 is a program installed along with the contents 
management program 1 1 1 and requests transmission of pre-set contents from the EMD 
serx'er 4-3 while receiving contents from the EMD server 4-3. The driver for purchase 
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142 when receivtagte contents from the EMD server 4-3 executes .he processing for 

billing. 

The display operation conu„and progratn 112 demonstrates a picture of a pre- 
se, window in a display 20. based on a filtering data file 181, a display data file 182. 
picmre files 183-1 to 183-k. or a hysteresis data file 184. and commands the contents 
managett^ent program 1 11 to execute processmg. such as checkin or checkout, based 
on the operation on the keyboard 18 or the mouse 19. 

The filtering data file 181. recorded on the HDD 21. stores data used for 
weighting the contents stored in the contents files 161-1 to 161-N recorded in the 

contents database 114. 

The display data file 182, recorded on die HDD 21. stores data correspondmg 
to contents stored in the contents files 161-1 to 161-N recorded in the contents 
database 114. 

Tl>e picture files 183-1 to 183-k, recorded on the HDD 21. stores picmres 
corresponding to the contents files 161-1 to 161-N recorded in the contents database 
1 14 or pictures corresponding to a package as later explained. 

If there is no necessity for differentiating the picture files 183-1 to 183-k from 
one another, these will be referred to simply as picture files 183. 

The hysteresis data file 184, recorded on the HDD 21. stores hysteresis data, 
such as the number of times the contents stored in the contents files 161-1 to 161-N 
recorded on the contents database 1 14 have been checked in or checked out, and the 
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dates of the checkin or checkout. 

The display operation command prorata niwhenperformingthe registration 

processing^ansmitsanlDofthepreviouslystoredcontentsmanagementprogrmnin 
,0 the HMD registration server 3 over the network 2 and also receives the 
authendcation key and the EMD selection program 131 front the EMD registratton 
server 3 to send the authentication key and the EMD selection program 131 to the 

contents management program 1 1 1 • 

The recording program 113 demonstrates a picture of a pre-set window and 
reads out data such as contents recording time from an optical disc 42 loaded on the 
drive as a CD based on the actuation on the keyboard 18 or the mouse 19. 

The recording program 113 requests the WWW server 5-1 or 5-2 to transmit 
datacorrespondiugto the contentsrecordedon the CD.suchasthenameofthe album 

or th name of =m artist, or data cotrespondmg to the contents recorded on the CD. such 
as title of the musical number, based on e.g.. the recording time of the contents 
recorded on the CD, wMe receiving data conresponding to the CD or data 
cording to the contents recorded on the CD. from the WWW server 5-1 or 5-2. 

The recording program 1 1 3 sends the data corresponding to the received CD or 
data corresponding to the contents recorded on the CD to the display operation 

command program 112. 

When fed with a command for recordmg, the recording program 1 1 3 reads out 
the contents from the CD as an optical disc 42 loaded on the drtve 22 to output the 
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vead-out contents to the contents management program 111. 

The contents database 114 stores .he contents, supplied from the contents 
management program lU. in the state in which the contents are compressed and 
enctypted in pre-set compression and encryption systems, in one of the contents files 
16,-1 to .61-N, by way of recordmg the contents on the HDD 21. The contents 
database 1 14 stores the usage rule data, co^espondmg to the contents stored in the 

with,hecontemsfilesl61-lto 161-N,having,he contents stored therein.respecuvely, 

by way of recording on the HDD 2 1 . 

I, is possible for the contents database 1 14 to record the contents files 161-1 to 

161-N or the usage rule files 162-1 to 162.N as records. 

For example, the usage rule data corresponding to the contents stored in the 
contents file 161-1 is stored in the usage rule file 162-1. The usage rule data 

rule file 162-N. 

Theda.arecordedin.heusagerulefilesl62-ltol62-Nco,respondstothedata 
recorded on a terminal database or to data recorded on a mus.cal number database. 
That is. the contents database 1 14 is constructed to encompass the tenninal database 
and the musical nmnber database, which will be explained subsequenUy. 

Inthe following, ifthereisnonecessity of differentiatingthe contents files 161- 

1 ,0 161-N from one another, these will simply be refenred to as a contents file 161. 
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Sh^larly, if .here is no necessity of differe„.iatiBg*e usage rule files 162-1 .0 162-N 
from one another, these wiU si>nply be referred to as a usage rule file 162. 

TT>e application for purchase 1 15 ts supplied from the EMD registration server 
3 through the network 2 or supplied as it ,s recorded on a pre-set CD. The application 
forpurchasellSrequeststhe EMD server 4-ltotransnutpre-setcontentsthrough.he 

uetwork. while rece.ving the contents from the EMD server 4-1 to send the received 
contents to the contents managementprogratnin.Whenrecewmgthe contents from 

d,e EMD server 4-1, the application for purchase 1 1 5 executes bUling prooesstng. 

The correlation of daU. stored in a display data file 82 and the contents files 
161-1 to 161-N stored in the contents database is hereinafter explained. 

The contents storedinoneofthe contents files 161-1 to 16.-Nbelongtoapre- 
set package. More specifically, the package is one of the ongtnal package, mt select 
package and the filtering package. 

Tl,e original package, to which one or more contents belong, is associated with 
Ure classtfication of contents in the EMD servers 4-1 to 4-3. such as a so-called album, 
or w,th a sole CD. The contents belong to some original package and cannot belong 
topluraloriginalpackages. The original package, to whichthe contents belong. cam.ot 
be changed. The user is able to edit part of the infonnation associated w.th the 
original package (that is. add the infonnation or change the added infom.at.on). 

To a my-selec. package belong one or more contents optionally selected by the 
user The ser is able to optionally select which contents belong to the my-select 



33 



p..age.Theco„.en.sca„be>ong.ooneo.„o.e»y-se>eo.pac.a.es— 

0„ .he o.he. hand, .t is ^neoessa^ for .he co„.e„.s .o belong .o so»e „>y-selec. 

package. 

To0.efi..enngpaoUagebelo„g.heco„.en.sse,eo.edbasedon.hefil.enngda. 
„o,ed in .he fUering da.a file >81. The f...enng da.a is finished fron, .he EMD 
servers 4-1 to 4-3 or .he WWW server 5-1 or 5-2 through .he ne^vork 2. or .s 

J J » nre-se. CD The user is also able to edit the 
tenished as the data is recorded on a pre set cu. 

filtering data s.ored in the filtering data file 181 . 

The filtenng data serves as a referenee for caloulatmg pre-set contents or 

co„espondhrg.o.hebesttenof:-POP(:apanesePops)for*ecurre„.weel..sused 

.,x 1 is able .o specify .he contents of the rank 1 up to the rank 10 
die personal computer 1 is aoie lo spci-. j 

of the Japanese pops for the current week. 

,,e con.en.s in ,he order of .he din^nishing checkou. period for the past one month, 
auring the pasthalf-yearpenod and filteringdata for selecting contentsincludingthe 

word "love" in the name of the musical number. 

in this manner, *e con.en.s of .he fihering package are seleced by associatmg 

.he fiUering da.a wi* con.en.s displaying data 221 correspondmg to contents 
(..clud,ngdatase.by*euserh..hecon.en.sdisplaymgda.a221)orwi.hahys,eresis 
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data 184. 

Fig.6 illustrates a window which the recording program 1 13 demonstrates on 
the display 20 when the CD information is received from the WWW server 5-2. Based 
ontheCDinfonna,ionreceivedfromtheWWWserver5-2.titerecordingprogramll3 

demonstrates the CD title, such as .asynchronized", on a field 201. Based on the CD 
information received from the WWW server 5-2. .he recording program 113 

demonstrates the name of an artist, such as 'Quai". on a field 202. 

BasedontheCDinfomrationreceivedfrom the WWW server 5-2.therecording 

program 113 demonstrates the name of a musical number, such as "heat", "planet", 
"black" or "soul" on the number name demonstrating portion of a field 203. Similarly, 
the recording program 113 demonstrates the name of the artist, such as "Quai", m the 

artist name demonstrating portion of the field 203. 

Afterreceptionofthepre.setCDinformationbytherecordingprogramll3,the 

latter stores the CD information in a pre-set directory of the HDD 21. 

When e.g., a button 204 is clicked to issue a command for acquiring the CD 
information, the recording program 1 13 first retrieves a pre-set directory of the HDD 
21 If the CD infonnation is stored in the dnectory, the recording program 113 
demonsfrates a dialog box, no. shown, ,o cause the user to select whether or not the 
CD information stored in the directory is to be used. 

If a button 206 for commanding the start of recording of contents arranged in 
a window displayed by the recording program 113, the recording program 113 reads 
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ou. ,he contents from the CD stored in .he drive 22 to send the contents read out from 
fl,e CD along with the CD information to the contents management progratn 1 11 . The 
.ranscodec program 134 of .he contems management program 111 compresses .he 
con.ents supplied from .he recording program 113 in accordance with a pre-set 
compression system. The encryption progratn 135 encrypts .he compressed con.en.s. 
The usage rule conversion program 136 genera.es fl,e usage rule da.a corresponding 

to the encrypted contents. 

The con.en.s management program 111 sends *e compressed and encryp.ed 
con.en.s along wi.h fl>e usage rule da.a .o fte contents database 114. 

The contents database 1 14 generates a contents file 161 and a usage rule file 
162. corresponding .o .he contems received from Ae contents managemem program 
nl.and stores the contents and Ae usage ruledamin the contents file 161 and into 

usage rule file 162. 

When the contents and data of the usage rules corresponding to the contents are 
stored in the contents database 1 14, the contents management program 1 1 1 sends the 
CD information and the usage rule data received from the recording program 1 1 3 to 
.he display operation command program 112. 

The display operation command program 112 genera.es original package 
displaying da.a 201 and con.en.s displaying da,a 221, based on Ae CD i„forma.ion 
and .he usage rule da.a corresponding .0 dre con.en.s s.ored in .he con.ents database 
1 14 in the recording processing. 
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,„ wMow displayed by .he recording P™gra.n 1 B. .here .s arranged a 
,u..o„205adap.edforau.omauoa«yse.,ingwhe.heror„o..heco„,e„tsreadou.fro» 

For example, .f .he button 205 is choked, the recording program 113 
aemons.ratesapulldo™n,e„usho™ngahs,of.heportabledevices6.1.o6.3.When 

personal con.pu.er 1 au.oma.rca„y checks n. or checks ou. *e con.e„.s recorded 

seleced .he "no checkou." from .he puU-down menu, .he personal compurer per 
lfom.s no checkou. when contents are recorded from .he CD. 

Referring to the flowchart of Fig.7. the processing of trans.ni..ing the mustc 
aa.a reproduced from *e CD loaded on the dr,ve 22 to 4e HDD 2 1 .o copy the data, 
bytheCPU 11 executingfterecordingprogram 113.ishereinaf.erexplained. When 
.heuseractua.esU.ekeyboardl8orthemousel9.oinpu.to.heCPUllacomrrt»d 
„ftrans.mtt.ng.hemusicda.areproducedfrom.heCD,notsh„wn,,oadedon.hedr.ve 

22 .otheHDD21 for copynrg. over the interface 17, the CPU 11 atstepSll causes 
the GUI (Graphical User Interface) for selecting .he number .o be copied on Ure 

display 20 through the interface 17. 

specifically, .he CPU 11 reads-in *e TOC (Table-of-Con.ents) of the CD 
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loaded on *e drive 22 ,o acquire the information on the mus.cal nutnber contained „ 
the CD to demonstrate the information on the display 20. Alternatively, the CPU 1 1 
reads out the ISRC (Internationa. Standard Recording Code) for each musical number 
contained in the CD to acquke the infonnation on *e musical number to demonstrate 
the infonnarion on the display 20. Still alternatively, the CPU 1 1 accesses the WWW 
server 5- 1 or 5-2 over the network 2 to acquire the information of the musical number 
of the CD to demonstrate the co^sponding GUI onthe display 20. The user uses the 
GUI of the display 20 to achtate tire keyboard 18 or the key 19 to select the number 
to be copied. 

A. the next step S12, the CPU 1 1 checks the tenninal database stored in the 
HDD 21. This terminal database coTesponds to the usage rule files 162-1 to 162.N 
ofthecon,emsdatabasell4showninFig.5.Theprocessingforchecking,his,enninal 

database is shown in detail in the flowchart of Fig.8. 

At step S31. the CPU 11 cooperates with the CPU 32 of the adapter 26 to 
compute hash values of the entire terminal database. At step S32. the CPU II 
compares the calculated values to the previously stored hash value. 

Meanwhile, if no data is recorded in the terminal da«>base, the CPU II 

computes no hash values. 

Tl,at is, there is fomted a tenninal database in the HDD 21. In this tenninal 
database, the ISRC of previously recorded music numbers and the date and time of 
the copying are recorded in association with each other as the infonnation for 
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supervising .he music data recorded on Ae HDD 21. as shown in Fig.9. Tl.e hash 
valuesofthe entire temnnal database, based oniherespectivelSRCs and the date and 

,i„,e of copying of the entire numbers recorded in the terminal database are computed 
at step S38 by the CPU 32 of the adapter 26 at step S38 and are recorded in the non- 
volatUe memory 34. The hash values are obtained by applying a hash function to the 
data. The hash taction in general is a umdirectional fonction for mapping data of 
variable lengths to values of short fixed length and has properties that colUsion 
between hash values is not likely to take place. Examples of the hash fimctions are 
SHA (Secure Hash Algorithm) and MD (Message Digest) 5. The CPU 1 1 at step S31 
computes hash values in the same way as the CPU 32. The CPU 11 a. step S32 
requests the CPU 32 to read out the hash values stored in the non-volatile memory 34 
to compare at step S3 1 the transferred hash values with the hash values the CPU U 
has just calculated. 

At step S33, the CPU 1 1 verifies whether or not the hash values just calculated 
at step S31 coincide with the last hash values of the tenninal database stored in the 
non-volatile memory 34. If the hash values are not coincident, the CPU 1 1 verifies 
that the terminal database has been altered with malignant intention. Thus, the CPU 
11 at step S34 generates a message reading: "since the terminal database has been 
altered, copying is not possible" to output the message via the interface 17 to the 
display 20 for display thereon. The CPU 1 1 then terminates the processing. That is. 
inthis case..heprocessingofreproducingmusic datarecorded on the CD for copying 
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on the HDD 21 is prohibited. 

If the hash value computed at step S3 1 coincides with the previous hash value, 
the program moves to step S35, where the CPU 1 1 acquires the ISRC of the number 
selected as number for copying specified at step S 1 1 (selected music number), from 
the CD. If no ISRC is recorded on the CD, the CPU 1 1 reads out the TOC data of the 
CD and applies the hash function to the data to acquire data of a suitable length, such 
as 5 8 bits, to use the data in place of the ISRC. 

At step S36, the CPU 1 1 verifies whether or not the ISRC acquired at step S35 
(that is the selected music number) has been registered in the tenrnnal database 
(Fig.9). If the ISRC is not registered in the terminal database, the music number is not 
recorded as yet in the HDD 2 1 . Thus, the program moves to step S37, where the CPU 
11 registers the ISRC of the music number and the current time and date in the 
terminal database. Meanwhile, the CPU 1 1 exploits the output value of the RTC 35 
of the adapter 26 transferred from the CPU 32. At step S38, the CPU 1 1 reads out 
data of the tenninal database at the time point to transfer the read-out data to the CPU 
32 of the adapter 26. The CPU 32 calculates the hash value of the transfer data to 
store the calculated hash value in the non-volatile memory 34. This hash value, thus 
stored, is compared at step S32 to the previously stored hash value. 

Then, at step S39, the CPU 11 sets an unregistered flag specifying that the 
selected number has not been registered in the tenmnal database. This flag is used at 
the step S13 of Fig.7, as later explained, to check whether or not the selected music 
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number has been registered in the terminal database. 

If, at step S36, the ISRC of the selected mnsic number is verified to be 
registered in the terminal database, the selected music number is the music number 
registered at least once in the HDD 2 1 . Thus, in this case, the program moves to step 
S40 where the CPU 1 1 checks whether or not the cutrent date and time (curent date 
and time outputted by the RTC 35 of the adapter 26) is not less than 48 hours ahead 
to date and time of registration of the selected music number registered in the 
terminal database. If the current time is ahead the date and time of registration by not 
less than 48 hours, the music nmnber has been registered at least once on the HDD 2 1 . 
However, since the time of 48 hours or more elapsed since the music number was 
registered, there is no particular harm if the music number is copied again. Thus, in 
thiscase,,hecopyingontheHDD21isallowed.Therefore,theprogrammovestostep 

S41 where the CPU 11 changes the date and time of the terminal database from the 
past date and time of registradon to the current date and time (date and tune outputted 
by the RTC 35). The program then reverts to step S38 where the CPU 1 1 causes the 
CPU 32 to compute the hash value of the entire terminal database for storage in the 
non-volatile memory 34. The CPU 1 1 at step S39 sets an -unregistered" flag for the 
music number. 

On the other hand, if it is found at step S40 that the cun-em time is not ahead 
by not less than 48 hours as from the date and time of registration, the copying of the 
selected music number on the HDD 2 1 is prohibited. In this case, the program tnoves 
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,os.epS42wheretheCPUllse.s.he»regis.ered"flagfor.heseleoted™sicn„mber. 
l„thismam,er,.hereisse.by.heten™alda,abaseoheokprocessingbd.oan„g 

whether o, not a flag indicating that the selected tnusic nuntber has been registered in 

the HDD 21. 

Reverting to Fig.7. at step S13 the CPU 1 1 verifies, from the above-mentioned 
flag whether or not the selected music number has already been registered in the 
terminal database. If the selected music number has been registered, the program 
moves to step S.4. where the CPU 1 1 causes the display 20 to demonstrate a message 
reading- " The time no, less than 48 hours has not elapsed since this music number 

comprehend the reason why the music number may no. be copied on the HDD 21 . 
If at stepSlS.theseleotedmusicnumberhasbeenverifiednot to be registered 

^ the terminal database, the pro^arn moves to step S.5, where the CPU 1 1 controls 
U,e dnve 22 to read out the music data from the CD loaded therem. In this mus.c data, 
a watermark code is inserted at a pre-se. position, as shown inFig.lO. A. step S16, the 
CPU U extracts the watermark code containedin the mustcdatato verify at stepSn 
„hetherornot.hewa.ermarkcodeindicatescopyinginhtbitton.lfthewa.ennarkcode 
ind,catesc„pyinginhib.,ion,theprogran,movestostepSlSwheretheCPUncauses 
amessage reading: "copyingininhrbited-tobe demonstrated onthe display 20v.a the 

interface 17 to terminate the copying processing. 

If conversely it has been found at step S 17 that the watennark is not indicating 
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.u.cda.b,.oftw.ep.ooessins^aceoraancew.a>.fo.exan.pKATRAC(Ada^^^^^ 
Wo™Aoous,icCodi„g,.gis,.ed— )sysu..Ats.epS20,.heCPUn 

e„e^..he«>usicda.,using.hepre-se.c^.ographio.ey stored .„,he.e.on..3, 

i„ aooordan^e *e eno^t^g n,e.hods, such as data enc^tion standard system 
(DES)or,hefastenc.phe™en.algoriU™(FEAL)sys.e™.Thec.^tograph.o.ey,nay 

..sobea — n,»berge„era.edbysoftwareorarando.nnumberge„era.edb..he 

CPU 32 of the adapter 26. By perfomnng the encryption processing not only by the 
persona, contputerlaione but also by cooperationbetween the persona, computer! 

andthe CPU 32 of the adapter 26 in execututg the encryption process.ng. it ts poss.b.e 
,0 reali« encryption which renders deciphering more dfficu,t. 

HDD2,tostore,he encrypted data asafi,ea,ongwitha«enan.e.A,temative,y,the 
positionntfo„nationof,hemena»e,suchasisgivenbythenuntberofbytes.omthe 

leading end. may be accorded as a part of the £i,e for storage. 

Thrs storage processingmaybeperfoHnedindependentlyoforstntultaneously 

Wth the above-mentioned encoding and encryption processmg. 

A. step S22, the CPU 1 1 uses the storage key memori^d m the pre-set RAM 
, 3 to cipher the encryptton Uey obtained on encypttng the music data, n. accordance 
the aforementtoned DES or FEAL system, to store the encryption key m the 
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such a „.an„er as .o render readrng diffcuU if .he readout method used is iUici, and 
U.atthemusicnumberdatabaseof*eHDD21corresponds.o,heusagerulefilesl62. 

1 to 162-N of the contents database 1 14 shovm in Fig.5. 

A. step S23, the CPU 1 1 groups together the infonnation on the stored files, 
encr^ted encryptton Uey. ntfo^atton on the ntusic number and the info^atton on 
.he natne of the music nutnber. inputted by the user, as a set, and registers the set tn 

to compute the hash value of the entire music nutnber database for storage m the non- 

volatile memory 34. 

,„ this .Banner, the music number database, shown for example in Fig.ll. .s 
registered on .he HDD 21. In *e present case, tee are recorded filenames of the 
..ems 1 to 3. encrypted encryption key. name of the music number, durafion of the 
.usic number, playback condittons (date and tnne of start and end and lm.ta.ion on 
.he number of times), a number of tmres of playback counter, playback time brUmg 
condition.copyingcondi.ions(„umberoftimes).anumberoftimesofcopyingcounter 

and copying conditions (SCMS). 

Sincere-duplicationbecomespossibleafterapre-settimelapseasfromthetime 

ofduplication.ap.uralnnmberof.imesofduplica»cn.al.owedforauserasapriva.e 
person, becomes possible. If conversely a large nutnber of duplicatron is to he 
attempted, the operation ts extremely time-consuming and becomes practically 
i.uposs.ble. For example, if the personal computer 1 is in trouble, such that the 



44 



contems recorded on the HDD 21 have been erased, it is possible to re-duphcate the 
erased contems after lapse of a pre-set time to record the contents on the HDD 21. 
The contents of the tenninal database, recorded on the HDD 21, can be co- 

owned through the network 2. 

m the foregoing description, the date and time of duplication has been stored 
in association with the ISRC. Alternatively, the other informaUon identifying the 
contents or the CD. such as the title of the musical number, an album name etc may 

also be used. 

Referring to the flowchart of Figs. 12A to 12C, the processing of moving music 
data from the HDD 21 to the flash memoty 61 of the portable device 6, such as the 
memory sttck (trademark) . by fl>e CPU 11 executing dte contents management 
program 1 1 1 and by the CPU 53 executing the main program, is explained. A. step 
S51,theCPU 11 computes the hash values ofthe entire music nmnber database. At 
step S52, the CPU 1 1 compares the computed hash value to the hash value computed 
under control by the CPU 32 and stored in the non-volatile metnory 34. In case of non- 
coincidence between the two hash values, the CPU 1 1 advances to step S53 to cause 
amessage: "it is feared that themusicnumberdatabasehas ben altered withmali^ant 

intention" to be demonstrated on the display 20 to tenmnate the processing. The 
processing in this case is similar to that from steps S31 to S34 of Fig.8. In this case, 
the music data is not moved from the HDD 21 to flte portable device 6. 

Then, at step S54, the CPU 1 1 causes the information on the music number 
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,eg,stered in the music number database fonned in ,he HDD 2 1 for demonstration on 
the dtsplay 20 as the GUI for selection. Based on this GUI for selection, the user 
selects the music number to be moved from the HDD 21to the portable devtce 6 by 
actua.ingthekeyboardl8orthemousel9.Then.a.stepS55.theCPUnchecWsthe 

playback conditions, copying conditions or the playback tune billing oondttions of the 
music number selected at step S54. This processing will be explained in detatl wtth 

reference to the flowchart of Fig. 1 3 . 

Then.atstepS56.auti,enticationprocessingis carried outreciprocally between 

,he CPU 11 of the personal computer 1 and the CPU 53 of the portable device 6. 

whereby the session key is co-owned. 

Itis assumed thatamaster key KM is pre-storedinthcnon-volatilen,emo,y61 

of the portable device 6 or in the EEPROM 68. and that a personal key KP and the ID 
are pre-stored in the RAM 13 of the personal computer 1 or in a pre-set file of the 
HDD 21 CPU 53 is fed from the CPU 11 with the ID pre-stored in thcRAM 13 and 
generates a key which is the same as the personal key of the personal computer 1 
stored in the RAM 1 3 by applying the hash function to the ID and its own master key 
KM By so doing, the common personal key is co-owned by the personal computer 
1 and the portable device 6. Using this personal key, it is possible to generate a 

transient session key. 

Altematively.the ID andthe master key KMP are pre-s,oredinteRAM13of 

the personal cotnputer 1, at the satne time as the ID and the master key KMM of the 
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portable device 6 are stored m .he flash memory 61 of the portable device 6. The 
respective IDS and master keys are reciprocally transmrtted sotha. one of the personal 

computer 1 and the portable device 6 appUes the hash function to the ID and the 
master key transmitted from the other to generate its persona, key. From this personal 
key, a transient session key is generated fiirther. 

' Meanwhile, the lOS (International Organization for Standardization) 9798-2, 

for example, may be utilized as the authentication method. 

Ifthereciprocalauthenticationhasnotbeenperformedcorrectly.theprocessing 

comes to a close. If the reciprocal anthenticaUon has been perfomred correctly, at step 
S57 the CPU 11 reads out the fflename of the selected number from the musrc 
nmr^ber database, while reading out music data of the filename, such as musical data 
encrypted by the processing of step S20 of F.g.2. fromthe HDD 21. .At step S58, the 
CPU 11 executes the processing of converting the compression encoding system of 
digital music data read out at step S57 (processing of step S19), encrypting system 
(processing of step S20) and the format into those of the portable device 6. Thrs 
converting processing v.ill be explained subsequently in detail with reference to the 

flowchart of Fig. 15. 

At step S59, the CPU 11 encrypts the music data, converted at step S58, with 
the session key co-owned by the reciprocal authentication processing of step S56, to 
transfer the encrypted music data to the portable devrce 6 over the USB port 23. At 
step 860, on receptron of the music data transmitted over the USB connector 6, the 
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CPU 53 of 4e portable dev,ce 6 causes the music data to be directly stored irt the non- 

volatile memory 61. 

At step S61, the CPU 1 1 converts the playback conditions (date and time of 
playback steut and end, limrtation on the number of tunes of playback etc) of the 
selected music number, registered m the mus.c number database, into the fonn 

tafonnation in the copying condition registered in the music number database of the 
.electedmusicnumberintothe form supervisedby.heportabledev,ce6. At step S63. 

.,e CPU 11 transfers the playback condttion converted at step S61 and the SCMS 
portabledevice6storesthetransferredplaybackconditionandtheSCMS^fon.ation 

in the flash memory 6 1 . 

A, step S64. the CPU 11 trarrsfers the playback condition, playback time 
charging condttions or the copying condrtions, reg,stered in the music number 
aatabaseof.hesel=ctedmusicnumber.intheformin.hrchtheCPUl.handlestbese 

condifons in the music number database, for storage in the flash memoty 61 . 

At step S65. the CPU 1 1 reads out the encrypted key of the selected mus.c 

encryption key with the storage key stored in the RAM 13 and encrypts the decoded 
storagekeyusingthesessionkey.TheCPUlltransferstheencryptionkey.encypted 

with the session key, to the portable device 6. 
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The CPU 53 of the portable device 6 at step S67 decodes the encryption key, 
transferred from the personal computer 1, using the session key co-owned in the 
reciprocal authentication processing, and encrypts the decoded encryption key using 
its own key. The CPU 1 1 causes the encrypted encryption key to be stored in the flash 
memory 6 1 in association with the already stored data. 

On termination of the storage of the encryption key, the authentication device 
22 at step S68 advises the personal computer 1 that the encryption key has now been 
stored. On reception of this notice from the portable device 6, the CPU 11 of the 
personal computer 1 at step S69 deletes the file of the music data from the HDD 21, 
whilealsodeletingthesetoftheeleruentsofthemusicnurxrberfromthemusicnumber 

database. This realizes movement instead of copying. At step S70, the CPU 11 
transfers the data of the music nux^ber database to the CPU 32 of the adapter 26 to 
cause the CPU 32 to compute the hash value of the entire database for storage in the 
flash memory 61. This hash value is used at the aforementioned step S52 as the 

previously stored hash value. 

The check processing of checking the playback condition of the selected music 
number at step S55 of Fig.l2A, by the CPU executing the contents management 
program 1 1 1 is explained. At step S81, the CPU 1 1 causes various conditions to be 
read out from the music number database. The CPU 1 1 at step S82 verifies whether 
ornotthenumber of times of copying, among the conditions read out at step S81,has 
already exceeded the limit number of times of copying. If the number of tirrres of 
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copymghas already exceeded the limit nu,t>ber of ti^aes of copying, the copying is no 
longer allowed. So, the CPU 11 advances to step S83 where the CPU 11 causes a 
message reading: "the number of times of copying has already exceeded the limit 
value", for example, to be demonstrated on the display 20 to terminate the processing 
If it is verified at step S82 that the number of times of copying has not exceeded the 
limit number of times of copying the program moves to step S84 to check whether or 
not the cmrent date and time is past the playback end date and time. The current date 
and time may be that outputted by the RTC 35 of the adapter 26. This prohibits the 
current date and time of Ae personal computer 1 firom being intentionally corrected 
by the user to past values. The CPU 1 1 is fed from the CPU 32 with dus current date 
and time to give the decision of step S84 on its own. The CPU 1 1 may also route at 
step S81 the playback condition read out from the music number database to the CPU 
32 of the adapter 26 to cause the CPU 32 to execute the decision processing of step 
S84. 

If dre current date and time is past die playback end date and time, the program 
moves to step S85, where the CPU 1 1 erases the selected music number from the HDD 
21, at the same time as it erases the information on the selected music number from 
tire music number database. At step S86. the CPU 1 1 causes the CPU 32 to calculate 
tire hash value of the music number database to store fl,e calculated value in the non- 
volatile memory 34. The processing then comes to a close. Thus, in this case, the 
music data is not moved. 
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e„aaa.ea„a.™e,tKep.oe.=u,.ov.s.ostepSS7«h.e*eCPm.ve„f.eswhe..e. 
„„oUhepIay.aeU.i.ebm^seona..onsfonhese.ee.ea»usic„..be.(suchas,for 

„ ..e plavbao. ti»e biUing conaUions are regis..a, the CPU U a. step SS8 
CO— esw.h.heponableaeviee6.och=..wh.he.o.„onhepo«ab,eaev.ce 

e^.<^.m.^- „.hepo«aUedev.e6aoes„o.have*ebnUns — 
a,e selected .us.cnu™berca™>o.be— a to the ponableaeviceS.ThuMhe 

CPU n at step S89 causes a message reaaing: "the aestutaUon of transfer aces not 
Have the btUin, ftn>c«on" to be aen^onst^ted on the aUp.a, 20 to te— the 
moving processing for music data. 

.egistetea,otifithasbeenfot.da.stepS8Sthattheponab.eaevice6hasthebmuts 
action, the ptogt^ n^oves to step S90. where the CPU n vet^fles Whether or not 
^c„therp.avbacUfUnctions.suchasthe«.ntnnberoftin,esofreproauction,has 

,eenre.istereaforthese.ecteantus.cnn.nber. ,f the other p>a.bao. conattions are 
.gis.erea,,heprosranrn.ovestostepS91wheretheCPUnchec.swhetherornotthe 

portable aevice 6 has the function of observes these p.a.bac. Sections. the 
portab.eaevice6doesnothave.hefhnct.onofobservhtgthesep.a.bac.— , 

progran, ntoves to step S92 where the CPU 1 1 demonstrates a message readmg: 
.,,e device of the destntation of transfer does not have the jetton. of observtng the 



playback oonditions" on .he display 20 to terminate the processing. 

If it is verified at step S90 that the playback conditions are not registered, or 
i.verrf,edatstepS91*a,.h=po,tabledevice6.acksinthefunctionofobserv.ngthe 

playback condrttons, the processnrg of checking the playback conditions etc ts 

terminated to revert to the step S56 of Fig. 12 A. 

Fig 14 showsanexampleoftheplaybackconditionssupervisedby theportable 

device 6, that rs the playback oonditrons that can be observed by the portable devtce 
6 inthepresent example. theplaybackstartdateandtnneandplaybackenddate and 

timeareregisteredforeachn.nberoftheitemsUo3,however.thenumberoftnnes 

ofplaybackts registered only for the item2,«h.,e it isnot registered for the itemsl 

„„r3Thus.ifthemusicnt»beroftheitem2is selected, theplaybackconditionsfor 

.Henumberoftimesofp.aybackcanbeobserved,however.ifthemusicnumberofthe 

,em 1 or 3 is selected, the playback condrtions for the number of thnes of playback 

cannot be observed. 

Referring to the flowchart of fig.l5. the format conversion processing at step 
S58 of Fig 12A. by the CPU 1 1 executing the contents management program 1 1 1, ts 
explainedindetaiLAtstepSlOMheCPUllchecksthefo^atoftheseleCedmustc 

number recorded on the HDD 21 (playback condifons. usage m.es or copymg 
condrtions, At step S102. the CPU U checks the condition that can be set on the 
counterpart e,uipment,here.hepor.abledev,ce6. That is, theCPUllincuires into 

..e conditions that can be set on the CPU 53 of the portable devtce 6 and ac,u,res a 
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response. The CPU 11 at step S103 gives a decision based on the fonnat condition 
registered in the music number database, and which can be set on the counterpart 
equipment, as checked at step SI 02. 

At step S 104, the CPU 1 1 decides whether or not there is any condition that can 
be set. If there is no condition that can be set, the program moves to step S105 where 
the CPU 1 1 inhibits the processing of moving the music data to the portable device 6. 
That is, since the portable device 6 cannot observe the condition registered in the 
music number database, the portable device 6 is prohibited from moving the music 
data. 

If it is verified that there is a condition that can be set at step S104, the CPU 1 1 
advances to step S106 where the CPU 11 converts the condition to that of the 
fimctional fonnat condition of the counterpart device. At step S107, the CPU 1 1 sets 
the converted conditions on the counterpart equipment. As a result, the portable 
device 6 is able to reproduce the music data in accordance with the so-set conditions, 
that is under observing the so-set conditions. 

Referring to the flowchart of Figs. 1 6A to 16C, the processing of copying music 
data from the HDD 2 1 to the portable device 6, by the CPU 1 1 executing the contents 
management program 111 and by the CPU 53 executing the main program, is 
explained. The processing from step Sill to step S127 of Figs.l6A to 16C is similar 
to the processing of step S5 1 to step S67 of moving music data from the HDD 21 to 
the portable device 6 of Figs. 12 A to 12C. That is, in this case, the music nuinber 



53 



aa«base.scheckedastopossib.efa,s,f.ca.ion.afterwhi.hthe.product.o„cona«. 
of the selected ™us>c number is checked. The reciprocal au.he„ticat,on process.ng 
between the portable device 6 and the personal computer 1 then is carried out. after 
which musical data ts transferred irom the HDD 21 of the personal computer 1 to the 

CPU 11 of the personal computer 1 increments the number of times of copymg 
eounterofthemusicnumberdatabaseby 1. At step S129. the CPU 11 causes the hash 
values of the entire music number database to be calculated and stored in the non- 

volatile memory 34. 

ReferringtotheflowchartofFig.l7,.heprocessingofmovingmusicdatafrom 

U,e portable device 6 to the HDD 2 1 is explained. At step S 161 , the CPU 1 1 of the 
personal computer 1 requests the CPU 53 of the portable device 6 to read out the 
irrformation of the music number stored in the flash memory 61. The CPU 53 rs 
responsive to this re,uest to transmit the mfonnation on the music nutnber stored m 
the flash memory 61 to the persona, computer 1. Based on this information, the CPU 
n causes the display 20 to demonstrate the GUI for selecting the music number stored 
mtheflashmemo,.61.Theuseractuatesthelceyboard ISorthe mouse 19 tospecrfy 
a.emusicnumbertobemovedftomtheportabledevice6totheHDD21.basedon.he 

GUI. 

AtstepS162,.heCPUnexecu.esthereciprocalauthenticationprocessingwth 
respect to the CPU 53 to co-own the session key. This processing is similar to that at 
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step S56 of Fig. 12 A. 

Then a. s.ep S163. the CPU 53 reads ou, .he music data of *e selected mustc 
„„.her stored encrypted in the flash „ 61 to transfer the read-out data to the 

afi,e„at„easafi.etomus.cdatat..sferredheretofrotntheportabledevice6to store 
.He file in the HDD 21. This storage can be done by according the pos.tton 
hrfortnation of the fflenante, such as, for exatnple, the nuntber of bytes as counted 

from the leading end, as a part of a file. 

At step S165, the CPU 53 reads outthe encrypted enctyptionkey of the selected 

key. encrypts the decoded key with the session key and transfers it to the personal 

• 1 h^en stored in the flash memory 61 by the 

computer 1. This encryption key has been storea m 

processing at step S67 of Fig. 12C. 

IftheencypttonkeyfronttheportabledeviceSistransfeTedfronttheportable 

aevice6,theCPUUofthepersonalcomputerldecodes.hekeywi,hthesessionkey 

enctypts it with its own storage key. At step S167, the CPU 11 registers the 
fi,enanteofthemus.cda.afilestoredats,epS164,thenan.eofthem«sicdatainputted 

via GUI by the user or the encryption key enctypted at step S166 etc on the ntus.c 
number database of the HDD 21. A. step S16S. the CPU U causes the CPU 32 to 

compute the hash values of the entire database to store the computed hash values m 

the non-volatile memory 34. 
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At step S169, ,he CPU 11 of .he personal computer 1 advises the portable 
aevice 6 of the effect that the encryption key has now been stored to m^e a request 

n^ber is recuested by the persona, con.pu.er , *e CPU 53 a. step S,70 deletes the 
musical da.a of fte music number s.ored in .he flash memory 61. 

The processing for oopymg the mus.cal data from the portable device 6 to the 
HDD21 byAeCPU 11 executing the contents management program 1 11 andbythe 
CPU 53 executing the tnain program, is explained «th reference to the flowchart of 
Fig ,S The processing of steps S181 to S188 shown in Fig.l8 is similar to the 
processing of steps S161 to S168 inthe processing of moving musical data fromthe 
portabledevice6ofFig.l7totheHDD21.Thatis.flrecopyingprocessing.sbas.cally 

Therefore, the corresponding description is omitted for clarity. 

Refe^gto the flowchartofF,g.l9,theprocessingofcopyingthemusical data 

^ferred from the EMD server 4 on the HDD 2 1 by the EMD server 4 and the CPU 
nexecutingthecontentsm^agementprogramlU, is explau,ed. If accessing to the 

EMD server 4 is commanded by the user v.a the keyboard 18 or the mouse 19, the 
CPU 11 at step S201 controls the cotmnunication unit 25 to permi. accessmg to the 
EMD server 4 via the network 2. The EMD server 4 is responsive to this accessmg to 
^fertheinformat.onhe,dbytt,suchasthenumberort,d=ofthemus.cnumberor 

,hevaHableinfo™tation,tothepersonalcomputerl.Onac,uisit.onof.heinforrnat,on 
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via *e CO— a..on u«, 25. .he CPU . 1 of .he personal computer 1 de— es 
,he h.fonna.io„ on .he d.splay 20 via ,he ta.erface 17. The user exploi.s .he GUI 
den.ons«a.ed on .he display 20 .o specfy .he n,us,c number desired.o be copied. Thrs 
specfying infonna.ion is .ransferred via .he network 3 .o .he EMD server 4. A. step 
S203, .he CPU 1 1 execu.es ,he reciprocal au.hen.ication processing w.4 the EMD 
sen-er 4 via the network 2 to co-own the session key. 

The reciprocal authentication processing between the personal computer 1 and 
EMD server 4 may be carried out using a public key and a secret key prescribed 
in ISO 9798-3. as an example. In to case, .he personal computer 1 owns i.s own 
secre. key and the public key of the EMD server 4 from the outset, whilst the EMD 
server 4 has its own secret key. to enable the recprocal authentication proccssmg to 
executed. The public key otthe personal computer 1 may be transferred from the 
EMD server 5. or the certificate previously dis.rrbu.ed to the personal computer 1 „,ay 
be uansferred from .he personal computer 1 to the EMD server 4 . In the latter case, 
tbe certificate may be certified by the EMD server 4 .0 produce the public key. Also, 
the CPU II a. step S204 executes the biUirrg processing with respect to the EMD 
server 4. ^e bitog processing will be explained subsequently by referring to the 

flowchart of Fig.20. 

Then, at step S205 . the EMD server 4 transfers the encrypted music data of the 
music number specified at step S202 to the personal computer 1 via the network 2. At 
this t«.e. the titrte information is also fransmi«ed as necessary. A. s.ep S206, the CPU 
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nacoords*efi.e„an>e,o.hemus,cda,a.a„sfe.edthereto.os.ore.heda.aasame. 

A. step S207. the EMD server 4 encrypts the encrvption key of the music n-urtber. 
usingthesessionUeyco.ownedw,th the persona, computer, at step S203.totransfer 

the enctypted encryption key to the personal computer 1. 

At step S208, the CPU U decodes the encryption key. transferred from .he 
EMD server 4, by itself or irt cooperation wtth the CPU 32 of the adapter 26. to 
enctypt the decoded encryption key with its own storage key. At step S209. the CPU 
„ groups together the filename of the music number, information on the mus.c 
„^ber. the Wormatron on the input name of the music number, the encrypted 
encryptionkey,asaset,a„dreg.stersthesetinthemus,cnumberdatabaseoftheHDD 

database to be computed for storage in the non-volatile tnemory 34. 

At step S205. the EMD server 4 transtnits time data, along with the mustc data, 
.othepersonal computer l.This time datatstransfetredftomthepersonal computer 

. ro the adapter 26. On reception of the time data, transmitted ftom the persona, 
computer 1. the CPU 32 of the adapter 26 at step S2 1 1 corrects the time of the RTC 
35 Since the time infonnation of the RTC 35 of the adapter 26 ts co^ected m .h.s 
manner on the basis of the thne information obtained from an external eqmpmen. 

^cognized to be correct as a result of the reciprocal authenticatton, correct ttme 

information can be kept at all times in the adapter 26. 

Refemng to the flowchart of Fig.20. the processing pertinent to the bdlmg at 
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step S204 of Fig.l9. by .he EMD serve. 4 =«d .he CPU U execu,..g the con.en.s 
.^age.nen.progra.nUMsexpla.„edinae....A.s.epS22.,.hepe.o„a.oo.pu.e. 

Ueadsou..hepri««ionof*ese.ec.edmusic„umbe.specif.eda.s.epS201, 
„ «ri.e *e .ead-cu. infonna.io„ on a biU^g log on the HDD 21. F,g.21 shows an 

,.„er4,w.**ech=.gesfo..he,.en,sland2ben,g50ye„andw,d..ha.of.heiten. 
3 being 60 yen. The hash value of .he charging log a. .his ,in.e poin. is also con,pu.ed 
by to CPU 32 and registered in .he non-volatile memory 34. 

Then atstepS222,toCPU U of to personal computer 1 reads out to bJtog 
,og wntten a. step S22 1 from to HDD 21 to transfer to read-ou, charging log v.a to 

computational processh^g based on to billing log ^ansfetred from to pe«ona. 
compter 1. Tha. is. to EMD server 4 adds to billing log fransferred by to user of 
*eperso„alcompu.erl.otoenc.oseddatabaseforupda.ing.AtstepS224,toEMD 

server 4 decides v,hether or not to biUmg log should be settled at once. If .t ts 
decided tot to settlement be carried out at once, to program moves to step S225 
where to EMD server 4 transfers to name of an article necessary for settlement or 
amount to an arb.»a.ion server, no. shown. At step S226, to arb..«t.on server 
executes to arbi.ration processing for to user of to personal compu.er 1. If., .s 
decided a. s.ep S224 .hat to settletnen. no. be carried ou. at once, to prooessmg a. 
steps S225 and S226 is sHpped. That ts, thts processing is subse<,uently executed 
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periodically, such as once a month. 

Refemng to the flowchart of Figs.22A and 22B, the processmg of copying the 
■ fi. ^.rnolaver supplied from an lEC 60958 terminal of the 

playback music data from a CD player, suppxic 

a„d.o u>pu.output uxerface 24, not shown, to the HDD 2, by the CPU , . executing 
,hecon.entsn,anagen,en.progr.nnUsexpIataea. At step S241,.heuset connects 

,he .EC60958 of the CD player to .he lEC 60958 tennina. of the audio input/output 
interface 24 of .he personal computer 1 . At step S242, the user acts on the keyboard 
18 or the mouse .9 to enter the title of the music number to be copied ftom the CD 
player or the number corresponding to *e musical number. A. step S243. the user 
actuates a button of the CD player ro start the reproduction of .he CD player. If *e 
CD player ^d the persona, computer 1 are interconnected by a line for exchangmg 
con.olsignals,ap.aybacks.ar.commandismputtedvia.hekeyboardl8or.hemouse 

19 of the personal computer 1 to start the reproduction of the CD player. 

At step S244. if *e reproduction of a CD is started in d.e CD player, the musrc 
data outputted by Ure CD player is transferred via lEC 6095S terminal 16a to the 
personal computer 1. At step S245, the CPU 11 reads out SCMS (Serial Copy 
Management System) data f^om input data at the lEC 60958 terminal 16a. In Uus 
SCMS data, there are contained the informahon on copying inhibition, copymg 
flowed only once or copying free. The CPU 1 1 at step S246 checks whether or not 
*eSCMSdatarepresen,scopyinginhibition.,f.heresultindicatescopyn.ginh.b.t.on. 



copying. 
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.Hin.- "copying is inhibited" to tenninate the processing for 
demonstrate a message readmg. copymg 

Tha, is, to such case, the copying on *e HDD 2. .s inlnbUed. 
,f CPU 1 1 verifies at step S246 *a. .he SCMS mfonnarion read ou. at step 

.a.enna..ooaetoeheo.a.siepS249whe.hetotno..he«a— coae..ca.es.he 
,0,^, in.hi.on. « .he — code n.d.ca.es cop.ns inh.hiUo. .he pros.a. 

cooving processing. 

„.isverifieaa.s.epS249.ha..hewa.e™...codeisno.h,dica.n,scopyn. 

.^hiUon>ep.o.a.nn,oves.os.epSa50.oca..on..e™nna.da.ahasechec.:. 
...esu,.ome.e™inaiaa.ahasechecMhese.ee.edn.nsienun.herhasa.eadyheen 

.,s.e.ea,.hep.ocess»sis.e— ah..hes.epsS2.andS252.™sp— 

sinular.oto.ofs.epsS13andS14ofFig;7. „„„ 21 .he 

„.,e se.ec.ed n.usio nun.be. has no. been .eg.s.e.ed on *e HDD 21, .he 

• , Hon processing is execu.ed a. s.eps S253 .o S258. Since .he processn,g of 
registration processing i» 

SCMS —.on supphed .on. *e IEC6095S .e^ina. a. s.ep S237 .s also 
.gis.erea in *e n.us,c number daUbase, *e processing is no. expiated heren, 

''''''2rring.o.heflowchar.ofF.gs.23Aand23B,.heprocessn.gofreproducing 
.uusicda.a.on..heHDD2Uo.helECa0938.er.nn,.,b..heCPUHexecu.ingU,e 
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.nt nrooram 111 is explained. At steps S271 to S273, as at steps 
contents management program 1 1 1, is> «= f 

SUl to SIB of F.g.l6A. the hash values of the entire ™us,c „u„,ber database are 
computed to verify whether or no. these hash values coincide with those stored last 
by wayofperfonningthecheckasto whether ornotthentusicnun^ber database 

has been altered with malignant intention. If it is vertfied that the music number 

accesses the music number database of the HDD 2 1 to read out the information of the 

.usic number registered therem to demonstrate the read-out information on the 

display 20. The user, viewutg the display, acts on the keyboard 18 or the mouse 19 
.o .elect tbemusicnumberto be reproduced. At step S275,.heCPUllexecutes the 

cbeckoftheplaybacUcond,.ionetcoftheselec.edtuus.cnumber.Theproeessingfor 
oheckhtg the playback c„nd,tion etc will be explained ^ detail by referrmg to the 

flowchart of Fig.24. 

. Q97fi the CPU 11 reads out the encryption key of the music 
Then, at step S276, the L.ru ii ica 

number selected at step S274 to decode the read-out encryption key with the storage 
key At step S277. the CPU 1 1 reads out the SCMS mformation of the selected mustc 
number from the mustc number database to decide the SCMS info^ation outputted 
at the 1EC60958 tenmnal in accordance with the rule of the SCMS system. For 
example if Umitattons are placed on the number of times of reproduction, the number 
of times of reproduction is incremented by 1 to provide the new SCMS infortnation. 
At step S27S. the CPU 1 1 fmther reads out the .SRC of the selected music number 
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from the music nuiTiber database. 

„„„berfro.then.usic„u™berda.abase.oreadoutthe™usicda.afro„>*eHDD21 

based on *e read-ou. filename. The CPU . 1 fU«her reads ou. the encn.>«on .ey 
.o„espondins.o*e.usioda.afro»,he.nusicnun,be.da.abase.odecode*e.ead- 

o„. key with a storage key. The CPU 1 1 .hen decodes .he enc^.ed musie da.a, ustng 
.be decoded encryption key. The CPU U a. s.ep S280 ou.puts the d,gita. .usio da.a, 

decoded at step S279 along .ith the SCMS infomtatton decided a. step S277 and the 

. co7« at the TEC 6095 8 terminal 16a, m accordance 
IRSC information read out at step S278, at the IbU buy 

• c.f TFC 60958 The CPU 1 1 also analogizes the digital music 
with the prescriptions of lEC 6UyD5. 

• ^at« at an analog output tenninal of the audio 
data to output;the analog music data at an analog p 

input/output interface 24. 

A. step S281, the CPU U increments the value of the number of ,»tes of 

„.ether or not the playback time charghrgcond-tion has been added in the selected 

„usic number. ,f the playback time ch.g,ng condition has been added, dte program 
.„vestostepS2S3.«here.heCPUUwrites*ecorrespondingfeeh.,hebimng.og.. 

At step S284. .he CPU 1 1 causes the CPU 32 to compute the hash values of the enfre 
.usic number database for storage in the non-volatile memory 34. If has been 
verified at s.epS282tha.theplaybacktimebillhtgcondi.ionhas„otbeenadded.o,he 

selected mustc n^rtber. the processing at steps S283 and S284 is skipped. 
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Refemng .o .he flowchar, of Fig.24. the processing of checking .he playback 
eonai.ionse.cof*es.epS275ofPig.23isexpla.ea.A.s.epS30UheCPUUreads 

„u.*e variable cond...onsof.he.nusicnu,.be. database. A. s.ep S302, .he CPU U 

.hecks wbeU^e, or no. .he number of ..mes of rep.oduc.ion has surpassed .he 1».. 
nun.berof.in.es. If *eresul.ofcheckisYES.*epro^a.n.noves.os.epS303where 

info„.a.onon.heselec.ed.n„s.cnun.berisde,e.edfron..hen.usicnun.ber database. 

A. s.ep S304. *e CPU 1 1 causes dre CPU 32 .o co.npu.e d,e new hash value of Are 
^usicnun.berda^base.os.ore^econ.pu.edhashvalue.n.henon-volamen.e.r.0.. 

34 In to case, .he playback ou.pu. is inhibited. 

If at step S302. d.e number of .i»es of playback .s verified .o be less *an.he 
.i^.value,*eprogran.nroves.os.epS305.»here.heCPUUverifieswhe.herorno. 

,He da.e and time of playback end .s pas. *e curren. da.e and tinte. If . at step S303. 
the date and tin.eofpIaybackendispas.d,ecu.en. date a„dth„e.theselec.ednrus.c 

number rs deleted f^om the hard HDD21, whilst the corresponding informafon .s 

music number database are computed and stored, h. to case, the playback outpu. 

is inhibited. 

„i. has been verified at S305 d,a. *e da.e and time of playback end .s not 
verifies whether or not Ute playback «me biUing condi.ion has been added .o .he 
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selected music number. If ,he playback tune billing conditiou has been added ,o .he 
.elec,edmus.cnumbe.,hep.ogramn,oves,os.epS307,whe.etheCPUncauses.he 

„.essage to .he effec. *a. .he playback ,ime billing condi..on has been added and .he 
fee .o be deu.ons.ra.ed on *e display 20. If hasbeen verified Aa. .he playback Urne 
bilAg condition has no. been added to .he selec.ed n,us,c uutnber at step S306. the 

processing at step S307 is skipped. 

Referting to the flowchart of Figs.25 A and 25B, the processing of outputttag, 
.hat is reproducmg. the music data from the HDD 21 via the portable device 6, by the 
CPU U executing the contents management program 111 and by the CPU 53 
executhtgihemain program, is explained At stepsS321toS325.themusicnumber 

databaseischeckedastopossiblealterationofthemusicnumberdatabascdesignatton 
of the selected musical number and the playback condition of the selected mustc 
number, whilst the selected music number is specified. This processing .s not 
explained specifically since it ts sUnilar to that of steps S271 to S275 of Fig.23A. 

At step S326, reciprocal authentication processing is executed between the 
portable devce 6 and the personal computer 1 so that a session key is co-owned by the 
portable device 6 and the personal computer I. At step S327, the CPU 11 of the 
personal computer 1 commands the portable device 6 to reproduce the encrypted audto 

data now sent thereto. At step S328, the CPU 1 1 reads out the filenatne of the selected 
ifi.H ,t sten S324 to read out the music data of the filename from 
music number specified at step »3/h 

4e HDD 21. The CPU 11 at step S329 executes the processing of converting the 
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encoding system, encryption system ot the fonnat of the music data into those of the 
portable dev.ce 6. A, step S330. the CPU 1 1 encrypts the music data, converted at step 
S329 with the session key. to transfer the encrypted data to the portable device 6. 

At step S33 1 . the CPU 53 of the por^ble device 6 is responsive to the command 
transferred at step S327 from the personal computer 1 to decode the transfened data 
™.h.he session key to reproduce and output the decoded data. At step S332. the CPU 
, 1 increments the number of tmtes of playback count of the music number database 
by one A. step S333. the CPU 1 1 verifies whether or not the playback tmre bilhng 
condiHon has been added to the selected music number. If the result of check is YES. 

CPU 32 ,0 newly compute and store the hash values of the entire music number 
database. If the result of check is NO. that is if the playback time bUling conditron has 
not been added to the selected musrc number, the processing at steps S334 and S335 

is skipped. 

According to the present invention, various elaborate techmques are used to 
prevent ilUcit duplication of the musical data. For example, the program for actuating 

11 A fo,^^r rp^stinc software in which the sequence of program 
the CPU 1 1 is a so-called tamer-resistmg soiiwon^ 

execution is changed each time the program is executed. 

Moreover, part of the function of the CPU 1 1 is perfonned by the adapter 26 
ashardwarcso that the various processing is executedbycooperatronofthe CPU and 

the adapter to improve operational safety. 
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For example, .he hash values of .he music number da.abase are no. saved m .he 
„usio number database itself, bu. are saved ,n .he non-vola.ile memor. 34 of the 
adap.er 26. Tha. is. pas. hash values .o be referred .o for comparison w,.h .he hash 

volatile memo.. 34. Thus. i. is possible .o preven. copying or .nove.nen. n. whtch. 
before .he musical da.a saved .n .he HDD 21 are copied on or moved .o ano.her 
recording medium. *e recording contents of .he HDD 21 are s.ored as backup data. 

moving the music data saved in .he HDD 2 1 .o ano.her recording medtutn . 

,( for example, as shown in Fig. 26. .he music numbers A and B are saved m 
the HDD 21. hash values corresponding .o .he infonnation of the music numbers A 
B are saved in the non-vola«.e memory 34. I. is no. assumed .ha, in .his s.a.e. 
recording data on the HDD 21 have been saved as backup in another recordmg 

A is moved .0 another recording medium 252. only the music number B is recorded 
on *e HDD 2 1 . Thus, .he hash value in .he non-vola.i.e metnory 34 is also changed 
.0 .hat corresponding .o .he music number B. 

Thus if *e con.en.s of the HDD 2 1 saved as backup on the recording med.um 
251 are re-stored on the HDD 21 so that the .nusic numbers A and B are again saved 
on the HDD 21. the hash value computed from the information of *e mus.c number 
B ,s s.ored m .he non-volatile memory 34. whilst *e hash values compu.ed from the 
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„„sic„u.be.Aa„dB.e„o.s.o.ed.h.ei„.Thus,aUh.st^epoin.*ehashva.ue 

^...hepasthash value sto.ea.„.he„o„—™34,*us.„dioa.instha..he 
.„s,cnu.nberda.aba..hasbeenaUe,ea.Theresu.t.s*atli«i.aUo„sa.esubse,uen,ly 

imposed on *e use of *e music numbers A and B saved on .he HDD 21. 

Also .he RTC 35 .s enclosed in .he adap.er 26. The .ime infonna,ion m Uus 
RTC 35 ,s co.ec.ed based on U^e .ta,e infonnadon We.ed from ano.her dev.ce, 
.„..asEMDserver4,forwhichU.eco.=c.resuUofau.hen.ica.,onhasbeenob.med. 

The curren. date and time used is no, *a. supervised by .he personal computer 1. 
aa*er*ecurren.dateandt.meusedis.ha.ou.pu..edby.heRTC35.Tbus.i.isno. 

possible for .be user .ocorrec.Urecur.en.tin.eof.he personal compu.erl.oapas. 

^ew..bmali^an.in.entionsoas,oevadedreverificationof.hep.a.bac.endUme 

as the playback condition. 

Also .be adap.er 26 is configured for decoding .he enc.yp.ed and .ransferred 

program in^ accordance wi.h .he program s.ored in .he ROM 36 from .be ou.se. .o 
e.ecu.ed.eprog^.o.mproveopera.iona.safe.y.Th.sw.llbeexp,ainedbyrefen.S 

to the flowchart of Fig.27. 

Tha..sifitisdesiredfor*epersonalcompu.erUoexecu.epre-se.processmg 

..ecu.ed by «re adap.er 26. using .he encryption .ey pre-stored .n .he Ram 13. .o 
.ransfer.hee„cryp.edprogram.o.headap.er26.Thereispre-storedin*eROM36 
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of *e adapter 36 .he pro-am for decoding and executing the encrypted program 
transferred from the personal computer 1. The CPU 32 at step S352 decodes the 
enc.yp.ed program, transferred from the personal cotnputer 1. in accordance wi* the 
program s.ored in .he ROM 36. The CPU 32 a. s.ep S313 expands the decoded 
program in the RAM 33. The CPU 32 a. step S354 executes the expanded program. 

When Ute CPU 11 of *e personal compu.er 1 causes ,he adapter 26 to compute 
*e hash value of the music number database of the HDD 2 1, the CPU 1 1 encrypts the 
data of the .nusio number database witir .he encryp.ion key .o transfer the encrypted 
data to the CPU 32 of the adapter 26. The CPU 32 applies the hash fimction .o .he 
ttansferred da.a of dte music number dambase to compu.e the hash value. The 
compu.ed hash value is s.ored in the non-volatile memory 34. Altematively, the hash 
value is compared to the pas. hash value previously stored and transmits the result of 
comparison .o .he CPU 1 1 of the personal computer 1 . 

Fig.28 shows a more specified sfrucmre of .he inside of dre adap.er 26. The 
adap.er 26 includes a RAM con<roUer 261 for conrrolling *e ™.ing and readou. to 
or from the RAM 33 and a logic circuit 262, in addition to the interface 31, CPU 32, 
RAM 33, non-volatile metnory 34, RTC 35 and U.e ROM 36 shown in Fig.3. The logic 
circui. 262 is used for such processing in which encrypted music data is deciphered 
and the resulting deciphered data is dfrectly outputted from the adap.er 26. 

The above components from Ae mtertace 31 to the ROM 36, RAM controller 
261 andthe logtc ctrcui. 262 are bull, in.o .he inside ot.he semiconduc.or IC so as no. 
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to be dismovinted from outside. 

A quartz oscillator 271 is used for generating reference docks in .he execution 
*e various processmg by the adapter 26. An oscillation circuit 272 is an oscillation 
circuit for operating the RTC 35. The battery 273 feeds the backup power for the 
osculation circuit 272. non-volatile memory 34 and the RTC 35. Other circuits of the 
adapter 26 are fed with the power from a power source supplying circuit 281 of the 

personal computer 1 . 

The non-volatile memo^ 34 can be constructed by a write-erase ROM. 
However, if the RAM is constructed by the RAM supported by the backup power 
source from the battery 273. it is possible to provide a protective aluminum layer 291 
on the non-volatile memo,y 34 and to provide a power source pattern 292, supplying 
,he power from the battery 273 to the non-volat.le memory 34, so that the power 
source pattern 292 will be flush wtth the protecfve alummum layer 291 as shown in 
Fig 29A and 29B. By so doing, if it is attempted to delete the protective aluminum 
layer 291, the power source panem 292, lying on the same plane as .hat of the 
protective aluminum layer 291, is also deleted, so that *e power supply .o .he non- 
volatile memory 34 .s in.errupted to erase *e imter stored data. Thts smrcture 
improves tamper-resisting properties more significantly. 

AS also shown in Fig.30, in.ercomtec.ions 301-1 .o 301-3 for dam writing or 
readout to or from the non-volatile memory 34 are fortned so as to be superimposed 
one on another in *e vertical (depth-wise) direction. In such stiucture, the upper 
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toerconnecions 301-1 and 301-2 n=ed .0 be re..oved m order ,o read out data from 
*e lower m.ercomrection 30 1-3. so tot data carmot be read stouUaneously from .he 
plural intercomeotions 301-1 to 301-3. Moreover, if the mteroomeotions 301-1 to 
301-3 are provided redundantly and probed directly, it may be rendered difficult to . 
analyze the contents by the resulting additional capacitance. 

In the foregoing, the portable device 6 is used as a recording medium. The 
present invention can, however, be applied to fransfen:ing or copying data to other 

recording mediums. 

The dam may also be picture data or other data in place of the music data. 
As described above, the present invention gives to the following meritorious 

effects ' 

(DSince the data canberecordedencryp.edontheHDD21,while the enctyptionkey 
is also encrypted with the storage key and recorded on the HDD 21. if the music data, 
recorded on the HDD 21. .s copied, it cannot be decoded, so that it rs possible to 
prevent dupUcation from being distributed in large quantities. 
(2) Since apre-set musical number and its recording date and tune are registered on 
the musical number database, so that, if the musical number is copied once, it cannot 
be copred for a pre-set time. 48 hours in the iUustiated embodiment, as from the time 
of copying. It is possible in this mamter to limit ti,e number of times of copying to 
prevem duplications from being distributed in large quantities. 

Moreover. ti>e hash values of the data are computed and saved each time the 



# 



71 



database is innovated, .has facilitating prevention of data falstficatton. 
(3) ,f once the tnusic data is transfetred to an e.ten>al device, the ™usic data on the 
HDD n is erased, so that ori^a, distal tnus.c data is not left in the HDD 21 to 
prevent the dupltcations from being dtstrtbuted n. large quanttties. 
C4)S,ncethen.Wcnn.„ber database .sprov.dedintheHDD21,andtheent.rehash 

.alne.schec.edeacht.n.e,theda,aottheor.gntatingsidecanbeerasedrel.ablveven 
if ,he contents of the HDD is supported directly before the ntovetnent, and the data, 

*.s supported, are re-stored in the HDD 2 1 directly followh,g the trtoventen.,. 
(5)St„cerec,procalau.henticationiscarr,edoutbeforethepersonalcon,puterlhands 

overthedatatotheextema.eq„ip.nent,da.aca„bepreventedfro.nhentshandedover 
to an unauthorized equipment. 

(,)Shtcer. is vermedhyrecprocalauthenfcation whether ornotthesoftwareofthe 
personalcon^puterlislesaUbeforetransferrrngdatafronrthe external e,u.ptnent.o 
.He persona, conrputer.tnusicdatacanbe prevented fronrbeingtransferred to the 

unauthorized software. 

(7)Sn,cetheISRCisusedinvenfyingtheidenti^of.he.usicalnun.bera„d.heTOC 

i„H th= identity of the musical number can be 
is used if the ISRC cannot be acquired, the identtty 

verified even although the ISRC cannot be acquired. 

(S)Sinceapre-setpor,ionofthesoftwarefru,ction.nthepersonalcomputerlisbome 
...headapterextemaUymountedonthepersonalcomputerMheoverallprocessmg 
eanno.becomprehendedifs.mplythesoftwareofthepersonalcomputerHsanaly.ed, 
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„i*.heresuU.hatuisdifficuU.omodiiV .he software .o,n,partades.edfi,nc.,o„.o 

the software. 

Meanwhile, .he processing executed by .he adapter 26 can also be execu.ed by 
CPU 11 by asecureprogratn. Insuchcase.*epersona. ccnputer 1 downloadsthe 

eurren. thne data fro.n a particular server connected to the network 2, such as EMD 
.egistrationserver3,foruseinplaceof*eourren.WsuppUedby*eRC35ofthe 

adapter 26, to execute the decision processing based on this current ti„.e. It ts also 
possible for the personal contputer to store the cutrent time at regular thne httervals 
,o display an eaor without accepting thne setting, if the tune previous to the 

memorized time is set. 

AlthoughAeabove-describedoperath^gsequencecanbeexecutedbyhardware. 

.canalsobehnplementedby software. lnftela.tercase.thesoftwareconsti«tnngthe 

software is ntstalled from a program storage medium to a computer havmg a ded.cated 
bardwareortoageneral.pu,posepe.onal computer capableofexecuth^gavarietyof 

functions on mstallmg variable programs; 

The progran, storage medium, installed on a computer and which can be 
executed by *e computer, may be exemplified by a magnetic disc 41. h,clusive of a 
floppy disc, an optical disc 42, mclusive of a CD-ROM (Compact DiscRead Only 
Memory) and a DVD (Digital Versatile Disc), a magneto-optical disc 43. htclndrng a 
MD (Mini-Disc). a package med,a comprismg a semiconductor tnetnory 44. a ROM 
12 m which a program can be transiently or permanently stored, and a HDD 2 1 . The 
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program is stored in ,he program storage n,ediu» by exploiting «ired or radio 
eomn.unica.ion medium, such as a network, e.g.. local area network or the Internet 2 

or a digitaVsatelHte broadcasting. 

,„ the present specification, the steps describing the programs stored m the 
program storage medium mcludes no. only the processing carried out chronologically 
in accordance w..h ,he pre-se. secuence, bu. also .he processrng whrch is execu.ed m 
parallel or batch-wise wi.hou. necessarily being execu.ed chronologicaUy. 

,„ Ute present specficatron, 4e system means an entire devrce constructed by 

plural devices. 

in ,he information processing rrtethod and apparams and .he program srorage 
„ed.un,. according .o Ure presen. invenrion, *e .ime mformation at the tune of 
duplication ,s stored in association with *e con.en. discrimination infonnation. w,th 
Ure result that dupUcations in large c,uan.ities can be substantially prohibited wrthout 
significantly impairing the interests of the user. 



